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ABSTRACT
PROTECTING PRIVACY AND ENSURING SECURITY OF RFID STEMS USING
PRIVATE AUTHENTICATION PROTOCOLS

Md. Endadul Hoque

Marquette University, 2010

Radio Frequency IDentification (RFID) systems hbeen studied as an emerging
technology for automatic identification of objeetsd assets in various applications ranging from
inventory tracking to point of sale applicationsldrom healthcare applications to e-passport.
The expansion of RFID technology, however, gives td severe security and privacy concerns.
To ensure the widespread deployment of this tedgyolthe security and privacy threats must be
addressed. However, providing solutions to therg#ycand privacy threats has been a challenge
due to extremely inadequate resources of typicDR&gs. Authentication protocols can be a
possible solution to secure RFID communications.

In this thesis, we consider RFID authenticatiori@rols based on symmetric key
cryptography. We identify the security and privaeguirements for an RFID system. We present
four protocols in this thesis. First, we propodiglatweight authentication protocol for typical
tags that can perform symmetric key operationss photocol makes use of pseudo random
number generators (PRNG) and one way hash fundiboessure the security and privacy
requirements of RFID systems. Second, we definelélsgnchronizing attack and describe the
vulnerabilities of this attack in RFID systems. YWepose a robust authentication protocol that
can prevent the desynchronizing attack. This padtoan recover the disabled tags that are
desynchronized with the reader because of thislatlird, we introduce a novel authentication
protocol based on elliptic curve cryptography (E@Cavoid the counterfeiting problem of RFID
systems. This protocol is appropriate for the RE@s that can perform the operations of ECC.
Finally, to address the tradeoff between scalaghidlitd privacy of RFID systems, we propose an
efficient anonymous authentication protocol. Werahterize the privacy of RFID systems and
prove that our protocol preserves the privacy offRfags and achieves better scalability as well.
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Chapter 1. Introduction

Radio Frequency IDentification (RFID) is identifiad emerging technology that is
utilized by various applications to automaticathemtify objects such as objects and/or assets.
The main benefits of RFID systems are that theypramide automated contactless identification
of a range of physical entities. Usually, an RFD s a wireless transponder. Information stored
on a tag can be read by special transceivers daféd readers without requiring line-of-sight.

The first known application of RFID was the “friendfoe” identification system used in
fighter planes in World War Il [Royal40]. After aw decades, RFID technology gains the
attention because of its inherent capability ohgeised as a replacement for bar codes in supply
chain and inventory management [Juels06]. Nowadssause of its low cost and ease of use,
RFID technology has become widespread, includingpint of sale applications [Juels06],
product tracking in supply chain management [J@lE@rschbaum09], automated fare
collection in public transportation [GarfinkelO%jnimal tracking to child supervision, healthcare

applications [Juels06].

1.1 Overview of an RFID system

An RFID system has three major components: RFIB,tR§ID readers and a backend
server. We now briefly describe each of these comapts.

RFID tags: An RFID tag is an identification device which afiy has an identifier and
which transmits data wirelessly using radio frequyefiRF) in response to interrogation by an
RFID reader. A tag is a tiny chip which consistapnfantenna and an integrated circuit. This IC is
used for storage, signal modulation, and signalatkration. The antenna is used for the
communication with readers via radio frequency. Waeag receives a specific radio signal, it

automatically transmits a reply. An RFID tag iswhdn Figure 1.1.



Depending on the power supply, tags are categoiitedhree typegpassiveactiveand
semi-passivéags. Passive tags have no power source on bidaeg.draw power from an RF
signal sent by the readers. Therefore, in the aleseha reader, they cannot communicate, not
even compute. The second type is active tags wiagh on board power source. They do not
have to rely on the readers (or on other deviasydmputation and communication with the
readers. Semi-passive tags are the combinatioatbftbe active and passive RFID technology.
They have their own power source for only compatapurpose, not for communication. They

rely on the RF signals sent by the readers to sengceive data.

A\

Figure 1.1: An RFID tag (source: http://www.barcode-solutions.com )

Depending on the processing capability, RFID tagslme categorized in two types:
dumbandsmart Dumb tags have no significant processing powpeeixthe communication
capability for which they rely on the readers’ Rgnsil. They contain fixed length unique
identifiers which they reply in response to intgation by readers. Even their memory capacity
is fairly small — from few hundred bytes to maxim@kBytes [Laurie07]. On the other hand,
smart tags have on board processers that can eapfgirforming cryptographic operations
[Laurie07]. Their memory capacity is much largearththat of dumb tags. They usually have
32kBytes or more memory [Laurie07]. They are capalblperforming authentication before
sending the stored data.

RFID readers: An RFID reader is a transceiver that interrogates read data from tags.

A reader uses its antenna to broadcast an RF sidnieth is used to start the interrogation.



Typically readers are connected to a backend sarvieh has a database of tag information.
Readers forward responses of tags to the backewer der further processing. An RFID reader

is shown in Figure 1.2.

Figure 1.2: An RFID reader (source: http://www.barcode-solutions.com )

Backend server: A backend server is equipped with a databasaginformation. It can
retrieve the detailed information of a tag by uding tag’s response as a key. Depending on the
applications, the communication can be startechbyotackend server or by readers. Usually,
when the backend server wants to identify one aertegs, a reader broadcasts an RF signal.
Any tag within the range of the signal respondthtoreader. The reader forwards the tag’s
response to the backend server. Then the backevat peocesses the response to identify the
tag. If the server identifies the tag successfulllgan retrieve the detailed information of thg.ta

Figure 1.3 shows a typical RFID system.

| Backend server | @
' <@ <
| |

Secured channels Unsecured channels

Figure 1.3: An RFID system



1.2 Motivation

The expansion of RFID technology is limited becatigives rise to serious security and
privacy concerns, such as eavesdropping, clonimgetisonations, and tracking of end users.
Since a reader and a tag communicate via a wiredes communication channels, their
interactions are susceptible to eavesdropping amadaipulation. If a tag replies its unique
identifier to authenticate itself to the readers fixed response becomes a signature of the tag
which opens the possibility of being tracked. Tthesprivacy of the tag holder can be invaded.
So these security and privacy issues must be attrdsefore the widespread deployment of
RFID tags.

Conventional security primitives cannot be integdain RFID tags since they have
inadequate computation capabilities with extrentietited resources. That is why research
community devote themselves in search of apprapsalutions that will ensure RFID privacy
and security without compromising the cost. Autfeaiion can be one approach to address such
security and privacy threats. An RFID system camaitag authentication scheme in which a tag
can be identified and verified by the backend sewithout disclosing the tag’s identifier to the
eavesdropper. In addition, authentication also rssiinat only authorized reader can access a
tag. Since tags are under heavy threats of adesséris also mandatory to make sure that the
tag’s reply is accurate.

Public key cryptography is infeasible for the catrBFID tags because of their limited
resources. However, the current tags can perfommsstric key cryptography such as hash
functions and symmetric encryption algorithms. &oviarious authentication protocols to address
the security and privacy threats in RFID systenusiyng symmetric key cryptography have been
proposed in literature. We discuss some relevasibpols in the chapter 2 but they all have some
limitations in terms privacy, security and/or penf@nce. This motivates us to develop new

authentication protocols that can perform bettev@l$as address the security and privacy



challenges. In this thesis, we focus on the satstio the security and privacy threats at the
protocol level, though some hardware based solsitnave been proposed to ensure the security

of RFID systems.

1.3 Main contributions

The main contributions of this thesis are as folow

1. We identify the security and privacy requirememtsan RFID system.

2. Our contributions include the assessment of somoe @uthentication protocols
against the identified security and privacy requieats.

3. We present a lightweight authentication protocoltypical RFID tags that can
perform symmetric key cryptography such as hashtfomns. This protocol
addresses the identified security and privacy reguents.

4. We define desynchronizing attack and propose astaduthentication protocol
that supports recovery against this attack. Weyapahis protocol against the
identified security and privacy requirements forlRIfID system.

5. We introduce a novel authentication protocol baseélliptic Curve
Cryptography (ECC) to avoid the counterfeiting penbin RFID systems. This
protocol is appropriate for an RFID system whegstare capable of performing
the operations of elliptic curve cryptography.

6. Finally, we characterize the privacy of RFID systeie present an efficient
anonymous authentication protocol that addressegadeoff between
scalability and privacy of RFID systems. This pomtimproves the scalability
of an RFID system. However, it not only prevents skcurity attacks but also
preserves the privacy of tags. In fact, we proa tlur protocol preserves the

privacy of RFID tags.



1.4 ThesisOrganization

The remainder of this thesis is organized as fatow

1.

In chapter 2, we present the security and privagyirements for an RFID
system along with the assessment of some priorsaaghkinst the identified
requirements.

We present our lightweight authentication protanathapter 3. In addition to
the protocol description, we describe an attackehadd analyze the protocol
with respect to this attack model.

In chapter 4, we define the desynchronizing attauk describe how this attack
can disable tags so that the tags cannot be igkehbf the valid reader in future.
We propose a robust authentication protocol thabnty recovers the RFID
system from this disabled state to the normal djperatate but also supports the
identified security and privacy requirements.

In chapter 5, we introduce an ECC based autheisticptotocol for RFID
systems where tags can perform ECC based operadilmpresent the security
and privacy analysis of the protocol with respeca proposed attack model.

In chapter 6, we propose an efficient anonymouleaiication protocol as a
solution to the tradeoff between the scalabilitg @nvacy problem of RFID
systems. We define the characteristics of RFIDgmyv Based on this notion of
RFID privacy, we prove that our protocol proteatsgcy of RFID tags and
thereby the privacy of tag holders.

Finally in chapter 7 we summarize the contributiohthe thesis and present

some future research directions.

1.5 Publications



Some materials of this thesis have been publish@dhiamed08A, Ahamed08B,
Hoque09A, and Hoque09B]. The protocol of chapteas been first published in [Ahamed08A].
A extended version of this work can be found in{He09A]. The contents of [Hoque09B] form

the basis of chapter 4. The protocol of chaptearbhe found in [Ahamed08B].



Chapter 2. Related Work

To design a solution to security and privacy ttegtite goals or requirements need to be
identified. In this chapter, we first present adentified security and privacy requirements for an
RFID system. Then we assess some prior works aghm&entified requirements. Though a
considerable volume of papers have been publishéar shere we present some prior works that

are quite relevant to our proposals.

2.1 Security and privacy requirementsfor an RFID system

Several real life applications of RFID systems rsgjthem to be secure and protective
against security and privacy related attacks. Gamiig those applications and analyzing their
security requirements, we identify the followingsety and privacy goals for an RFID system.
A safety ring composed of all these security arigaoy goals is depicted in Figure 2.1. An RFID
system ensuring all the six elements of this safetyis considered to be secured and protected
against all major attacks. The elements of thetwaifeg are explained in the following.

1) Protect Privacy: RFID technology raises privacy concerns in sormetons. For
example, consumer privacy is invaded when the tB#tD enables unauthorized parties to
obtain personally identifiable information, incladilocation information of the tag holder. So it
should be guaranteed that a tag or its secretcdataot be distinguished without tampering it.

2) Prevent Tracking: Consumer community never wants to be tracked.éfbes,
preventing tracking is another major goal of autivation protocol. If an adversary does not
have any identifiable information of a tag, thee shnnot track the tag. But if a tag replies with a
constant response each time it is queried, theecibmes a signature of the tag. As a result, this
signature allows the adversary to track the tagt Simould be ensured by the protocol that a tag

neither reveals its unique identifier nor replidthva constant response.



g W
[ Dearwian v_v_ilh] P— [_.—j_’re\_rmt ]

| =\‘ System / I- i E

| Forward |

Figure 2.1: Six elements of the “Safety Ring”

3) Deal with Denial of Service (DoS) attack: DoS attack means that an entity
prevented from accessing its authorized entitibgrdfore, the availability c@anRFID system
mainly depends on the assurance of this goal. ADR¥stem should continue running &
provide service to its authorizesers even if an adversary launches DoS atSince it is not
possible to detect all kinds of DoS attack, auticatibn protocols should at least provide a\
to deal with them. Protocols should be able to takasure against vulnerable acs of the
adwersaries and recover the system that is under diseditack:

4) Ensure Forward Secrecy: Forward secrecy means that if an adversary comges
tag and learns the secret key shared betthe tag and theeader, she will be unable to ident
the previous responsesginated fron the tag. In order to maintain teecurityof RFID systems,
forward secrecy should be ensured by authenticatiotocol.

5) Lessen susceptibility to replay attack: An adversary can launch a replay attack by
replyinga message that she eavesdrops from an earlienéigdt®mn session between a rea
and a tag. Under this attack, the adversary cdrttieaeader as well as the tag. She
impersonate the tag by replying the tag’s resptmé#ee reader. Anuthenti@tion protocol mus
ensure that an attacker cannot impersonate anegéitag byustreplaying an eavesdropp

message.
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6) Prevent Cloning: One important application of RFID systems is ttedecounterfeit
products. In order to avoid counterfeiting, RFIQganeed to be designed in such a way that an
adversary cannot clone the tags. Since this is@wagie based solution to the cloning attack, we
are interested in the solutions to attacks at tbeopol level. The adversary can clone a tag if she
knows the secret key shared by the tag with thieosized reader. So, to be secured against

cloning attack, protocols should never reveal thered secret key.

2.2 Relevant authentication protocols

We categorized the prior works in two classgsnmetric key based schemes jamblic
key based scheme&ithough some schemes focus on providing thergggaolutions integrated
in basic RFID tags (e.g., blocker tags [JuelsOBJfIRGuardian [Rieback05]), here we consider

only the protocol level solutions.

2.2.1 Symmetric key schemes in RFID

In this subsection, we describe the most signifisgmmetric-key protocols proposed for
RFID security and privacy.

Deterministic hash locks protocol. Weis et al. [Weis03] first proposed a
cryptographically controlled access for RFID systaminghash locksThis scheme controls
access to a tag by locking or unlocking the tagaisione way hash functian Each tag stores
an identifier and the hash value of a secret ketageplies with the hash value in response to a
reader’s query. The valid reader can look up tleeetdey of the tag in a database of key-hash
pairs. The valid reader proves itself by sendirgttly’s secret key so that the tag can verifies the
key using the hash function by comparing with tteeesd hash value. Finally, the tag releases its
data if the correct key is given by the readersTbtocol can protect the actual data on the tag,

but the static hash value would still be traceable.
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Randomized hash locks protocol. To address the problem of the deterministic hash
locks protocol, Weis et al. [Weis03] proposed rand®d hash locks protocol, a modified
version of the above protocol. This protocol makss of a noncdo introduce randomness in
tags’ responses. A tag generates a nerared sends the pdir, h(ID || r)) to the server each
time the tag is queried. This protocol addressedrtteability problem, but prompts the reader to
brute-force its inventory for anmyp that matches the given hash if concatenatednvikh
addition, this protocol is susceptible to replawpek, where an adversary can reply with the tag’s
response that she learned by eavesdropping inrber eathentication session. The reader
accepts this replay response as legitimate.

Improved Randomized hash locks protocol. Juels and Weis [Juels07] proposed an
improved randomized hash locks protocol for RFIBtegns that protects the privacy of RFID
tags as well as prevent replay attack. In thisqualt the server generates a noncand queries
the tag with this nonce. The tag produces anotbecer, and sends the p&ir,, h(ID |l 14 |l
1r,)) as the response. Therefore the server has torpeaftinear search in the database for any
ID that matches the given hash if concatenatednyifimdr,. This protocol offers strong tag
privacy in front of eavesdroppers. However, thathtion of this protocol is poor scalability.

OSK protocol. Ohkubo et al. [OhkuboO3] proposed an RFID privamtection scheme
designed to protect against tracking and providedad securit§. The protocol makes use of
hash-chainsThe server stores a secret kfyand a identifiei D; for each tad;. The tagr;
initially stores the secret key ass?. The tag replies with a hash value of the kegs;) to the

server and updates the keysas- h,(s;). The server then identifies the tag via an exInaist

search, computing, (hé (s{’)) for each tag in the database until it finds a imatith h, (s;),

wherehél means th¢ iterations of the functioh,. This protocol is susceptible to replay attack

! Nonce is a random or pseudo random number thar mepeats its value.
2 Forward security means that if an adversary comgzes a tag, she will not able to trace back thieeen
history of the tag’s responses.
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where an adversary can impersonate a tag with kigpthie secret key. In addition, this protocol
also has the scalability problem.

Dimitriou protocol. Dimitriou [Dimitriou05] proposed a mutual authiation of both
tags and the server. The general idea is thaetiversupdates a tag’s identifier if the tag proves
its identity to the server and the tag updateswis identifier only when the server proves its
validity to the tag. Thus this protocol keeps bitith server and the tag always in perfect
synchronization. Though this protocol protectioaiagt tag cloning, it is subject to tracking and
denial-of-service attack. The response of thedaatic between two valid sessions, and thus it
makes the system susceptible to tracking. In awditf the server’s response (that the server
sends to the tag to prove its validity) does nathethe tag in a session, the tag becomes
desynchronized with the server.

Molnar-Wagner protocal. A tree based protocol first proposed by Molnat #agner
[Molnar04] reduces the reader’s complexity fronehn search to logarithmic search. This is a
tree based approach where keys are arranged iariceiags are assigned to the leaves. Instead of
a single secret key, each tag stores a serieg/sfdteng the path of the tree from the root to the
leaf assigned to the tag. After receiving a chajéefiom the server, the tag replies its response
using all its keys. The server, then, finds the frem the root to the leaves to verify whether the
tag has a valid key at each level of the tree. Atiog to this scheme, the server ne@dwg;, N)
operations to identify a tag, whelkeis the number of tags in the system &nd the branching
factor of the key tree. Though this scheme provabegability, however, it sacrifices some
privacy of tags when any tag is compromised byettheersary.

YA-TRAP protocoal. A trivial RFID tag identification protocol proped by Tsudik
[Tsudik06] uses timestamps to improve scalabilitg arovide protection against tracking. The
server queries a tag with the current timestatyip. (The tag replies a random numbet;if ¢;

ort; > t,, wheret; is the timestamp stored on the tag gpds the maximum possible
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timestamp. If the server is valid, the server'sestamp would be < t; < t,,,. Upon receiving a
query from the valid server, the tag updates;its t;" and replies with a keyed hash value

fx;(t), wherek; is the unique secret key of the tag. The senar tientifies the tag by finding

the response in its lookup table. This protocoldséX 1) operations to identify a tag and thereby
improves scalability. However, this scheme is spbke to denial-of-service attack.

HB"-protocol. To lower the requirements of cryptographic fumes for RFID tags, Juels
and Weis [Juels05] proposed a lightweight authatioo protocol based on the famous human-
to-computer authentication, Hopper and Blum (HBjtpcol. This simple symmetric
authentication protocol requires low-cost implena¢ion. The hardness of this protocol is same
as the Learning Parity with Noise (LPN) problemwéwer, this protocol is vulnerable to an
active attack like message manipulation.

Tan-Sheng-Li protocol. The server of an RFID system can become a spuité-of-
failure if the server is compromised by an adversarserverless protocol first proposed by Tan
et al. [Tan07] removes the vulnerability of a sengbint-of-failure in RFID systems. In this
protocol, the reader, instead of the server, miagta list of secret information of the tags thng t
reader has access to. Contrary, each tag hased séldne tag shares this secret information with
no one of the system, not even with the reader.d¥ew both the reader and the tag know
f(r,t), wherer is reader identifier anfl(:,-) is a hash function. In response to the query fitwen
reader, tag replies with some of the bit&of (1, t) I n; Il n;)), wheren; andn; are two
random numbers generated by the reader and theetgugctively and(.) is a one way hash
function. Along with the response, the tag quettiesreader with a question string. Only the
legitimate reader can reply with the valid answeng which proves the reader’s legitimacy to
the tag. The tag releases its data after chechaigthie reader is valid. But this protocol suffers
because of poor scalability. Even the protocol @1J7] is not completely anonymous as the tag

replies with some bits of its identifier.



14

2.2.2 Public key schemes in RFID

Public key cryptography is not feasible becausth@finadequate computation and
storage complexity of RFID tags. Typical RFID tage not capable of performing the expensive
operations of public key cryptography. On the othend, strong privacy must be achieved before
the widespread deployment of RFID systems. Pulglicdryptography seems to the best solution
to protect consumer privacy. Therefore, a lot ofkethas been done to analyze and adapt the
public key protocols for RFID systems. In [TuylsQBle author proposed that the Elliptic Curve
Cryptography (ECC) can be implemented on RFID tegjsg less than 5000 gates. The
feasibility of ECC implementation on RFID tags Iscaproposed in [Wolkerstorfer05, Hein09].
These public key cryptography based techniquegléatification are mainly based on Elliptic
Curves Discrete Logarithmic Problem (ECDLP) [Okao®&]. Some of the significant protocols
for RFID systems based on public key cryptograpypsoposed in [Batina0O6A, Batina06B,
Bringer08, Deursen09, Lee08A, Lee08B, and Lee0%.\WM not describe these protocols here,

since our focus is on the symmetric key protocotRFID security and privacy.
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Chapter 3. A Lightweight Serverless RFID Authentication
Pr otocol

3.1 Introduction

So far all the security and privacy requirementR®BfD systems were ensured by central
databases. This server based model has drawn rooslderation and some of the outcomes are
reflected in [Avoine05, Burmester06, Conti07, CyiSéo06A, Seo07B, Tsudik06 and Vajda03].
According to the fundamental architecture of anlREystem, a reader scans a tag and relays the
information to the backend server. Other than #eklend database, no other component of this
system (not even a reader) is able to infer anyrimétion from the tag’s response since it is
encrypted. The server returns an acknowledgementggmes the tag’s data) to the reader only
after verifying both the tag and the reader. Tyibyaanly the central server can authenticate the
involved tag and the reader. In the server bass@isythe central server indeed plays an essential
role of checking the validity of the tag and thader, which is very important for privacy
protection and security issues. Consequently acinab reader could hardly obtain precious
information from the tags of this server basedesyst

The major drawback of such system is that the msaalesays have to be connected to the
server, which limits usage of RFID systems in ramiotations where the connectivity with the
server cannot always be ensured. Besides, hawsmgke database makes the whole system more
vulnerable to privacy attacks. Having the knowledgall tag secrets and tag information, the
central server becomes a single point-of-failure aXxesult, if the server is captured by an
adversary, privacy of the entire user communijgapardized. Therefore a serverless RFID
system is proposed in [Tan07] addressing the shioit@ys of the server based system. &gal.
paper introduces an RFID system to the world whegiantic central server is not a single

point-of-failure anymore.
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An alternative solution, but analogous to the cdrgerver system, is to transfer the
information of the tags from the central servetht® reader that has access to these tags. In such
serverless system, a reader has to identify legigrtags all by itself because of the absence of
server. At the same time, in order to receive #lggstdata the reader has to prove himself as
legitimate to the tag. But because of the mobitengsof the readers, they can be stolen like tags.
An adversary with a stolen reader can have acoeathe information of the tags that the stolen
reader has access to. This information may inclhd& and theag secrenumber of the tags.
Any single pair can be loaded into a blank taghsyddversary. This fake tag can now
impersonate the legitimate tag and as a resulliéineader cannot distinguish between these two
tags. This is a severe breach in the security Gl@ID system.

Existing solutions cannot be applied to the segymibblem of the RFID systems because
of the limited resources of the tags. Due to tlok & security, the use of RFID technology has
been restricted to a closed set of pervasive agjmits. However, the number of applications will
be increased if secure serverless systems arelurtied. One of the major advantages of the
serverless RFID system is that it reduces theafoststem deployment in large application areas.
On the other hand, to ensure security and privadlyeosystem, lightweight solutions are required
because of the resource limitation of the tagshisichapter we propose a lightweight
authentication protocol that can provide securnitg privacy protection similar to the central
server model without having persistent connectigh e server. A version of this protocol has

been presented in [Ahamed08A, HoqueQ9A.

3.2 System architecture

The RFID system generally consists of tags, thdeeand the backend server.
However, ours is a serverless system. The sergdRED system primarily consists of two

entities the reader and a set of tags. A certiioauthority is involved in the system to certify
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the readers and authorize them to particular tdgst we discuss components of an RFID
system.

Tag: Each tad is comprised of an IC chip and an antenna. Tha¢ags information to
the RFID reader in response through wireless medWmfocus on passive tags which are
expected to be the most common type of RFID tageuf system, each tag is able to
communicate with one reader at a time.

Reader: A readerRis a device that sends some query using the fesliaency signal to
a tag, receives the response from the tag, andrpggfsome important computation on those
responses.

Certification authority: The certification authorit¢ A is a trusted party that plays the
crucial role during the deploymerdt4 initializes each tag by writing thag secreinto the tag's
memory. Moreover the certification authority ceetsf each reader in the system and authorizes
each reader’s access to a particular set of tdagscdmmunication channel between the reader
and the tag is assumed to be vulnerable to seattaaks. However, the channel between the

reader and thé4 is assumed to be secure.

3.3 Thelightweight authentication protocol

3.3.1 Notations and assumptions

All the notations of this protocol are presenteddble 3.1. Each tag and each reader
have the knowledge of two functio®g.) andh(.). The functiorP(.) is a fairly simple random
number generator that can be implemented at lotv £gs) takes a seed as an argument and
outputs a pseudorandom number according to itslaisibn. h(.) is used by all the readers and
the tags to generate the next seed of the psewdtmranumber generator by passing the current
seed as inpuh(.) is an irreversible one way hash function. Theeefocurrent seed cannot be

linked with the previous one.
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Table 3.1: Notations for the lightweight authentica  tion protocol

Symbol M eaning

R; i" reader of the system

T; j™ tag of the system

P() Pseudo random number generator
h(.) One way hash function

7 the identifier of the” reader

L; the contact list oR;

id; the identifier of thg™ tag

t the secret of thé" tag

seed; R; receives this seed fro6¥ for T;
seedr, T; receives this seed for tikg from CA
A the adversary

A readerR; has a unique identifief and a contact lisf;. R; obtainsr; andL; from the
CA during the system deployment. On the other hdrel;A initializes each tad; with a unique
identifier id; and a unique secrgtby writing in his nonvolatile memory. The contéist £;
contains information about the tags tRahas access to. K; is authorized to access a set of
tags, say;, - -, T,, £; becomes,
L; = {< seed;,id; > |id; = identifier of T; and seed; = nextseed of Tjand 1 < j < n}.
In other words,

L; = {< seedy,idy >, ..., < seedy,id, >}.

Now we discuss the seed mentioned above. Each) taantains only one seed for the
one authorized read@&g. While the tad; is deployed by th€A, T; receiveSeedT]. = h(rl- [ tj)
from theCA whereh(.) is one way hash function afidepresents concatenatidh stores the
seede in the tag’s nonvolatile memory. On the other hahd reader; receives the contact list
L; during the deployment wheseed; = h(ri I tj),Vj € [1,n]. The readeR; uses these seeds to
communicate with the tags. Note ti&atdoes not know the tag sectgtThe reader only knows

the outcome of the functidr(ri I tj) asseed;. Since the initiakeed; is computed by théA,
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the reader; can never learty from the receivedeed;. We also assume th@l cannot be

compromised by any adversary. In this chapter wetdean adversary b

Q) R; > T; : request,rand;

2) T; :  generate rand;

3) setn; =P (seede @ (rand; | randj)>

4) R« T; : njrand;

(5) R; ¢ setn; =rand;

(6) for each < seed,,, id,, > € L;

7 set n,, =P (seedm ® (randl- I randj))

(8) if (ny, == n;) then

9) set s = h(seed,,)

(10) setn; = P(s)

(12) set seed,, = h(s)

(12) break

(13) end if

(14) end for

(15) Ri = Tj: my

1) T set k = hseedr,)

(17) seta = P(k)

(18) if (a == n;) then

(29) seedr, = h(k)

(20) else

(21) Reader is not authorized
Or it is an adversary

Figure 3.1: The lightweight authentication protocol
3.3.2 Protocol description

The protocol is shown in Figure 3.1. At the begnmithe readeR; transmits aequest

and a random numbeund; to the tadl;. Upon the reception of thequest and therand;, T;

generates a random numbend; and computes; = P (seede ® (randi I randj)). To
prove own legitimacy, the tag replies withandrand;. Now the reader has to verify the

legitimacy of the tag. The reader calculatgs= P (seedm @ (rand; | randj)) for each

< seedp, id,, > € L; and searches for a match between the receivadd the producen,,. If

the reader finds a match, the reader becomes bau the validity of the tag. Since it is a mutual
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authentication, the reader has to prove itselfitoqueried tag. After identifying the tag, the
reader will produce a pseudo random numhgy gfter generating the next seed from the seed of
the particular tag using the hash function and upliate the new seed after hashing the current
seed (produced to computg using the same function. If the reader failsind 2 match, it
generates a random numbey € rand;) and concludeg; is a fake tag. Then, the reader replies
n; to the tag. To verify the validity of the readire tag produces a pseudo random numier (
after generating the next seed from its currerd seede. If the tag finds a match betweerand

n;, the tag also updates its own seed using the bastefunction and concludgg as the
authorized reader. Otherwisg,decides that the reader is not an authorized ptfgsois an

adversary. In this protocol, both the reader aeddly update their seeds after they confirm the

validity of the opposite party.

3.3.3 Interaction diagram

Figure 3.2 shows a detailed interaction diagramusfauthentication protocol where the

readerR; is communicating with the tei.

34 Attack modd

The major goal of an adversary in any RFID systeto icounterfeit a real tag such that
the fake tag can only be distinguished from thé@aa with a small probability. As a result, the
fake tag (the fake product as well) will be ideiptif as a legitimate one. In this chapter, an
adversary is denoted ds This adversary can control a number of readeds@ys. Each reader
and tag controlled by the adversary are denotdla®T, respectivelyR is unauthorized to
have access to any real tags as this adversaai@réails to prove own identity to tidel.
Similarly, T is not valid since it has no idea about the seettlae tag secret. We presume that

the certification authority cannot be compromigetherwise, the adversary would get total
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control over all the tags. We also assume thdhalkentities such as tags, readers, adversaries,

adversarial tags and adversarial readers have qoiatly bounded resources.

O-

Contact List £; N &
T.
seed, id, \ T Dz seedr,
10
seed, id, Reader ) seedr, ﬁ O r
3
seed id R; T,
3 3 request,rand; L O
seed idg :// T. T
seed, idy _/ d d
Step 1: Initiating authentication for tag T, by broadcasting request and rand;
. T,
Contact List L; T

O
seed, id, D Q(Tz seedr,

|
seed, id, seedr| T, Dlo r?lil’dz \l
seed, id; Reader d T\ TagT, computesr, =
' R; Tis D P (seede @ (rand; | randz))
seedg idg T O and replies witm, and rand.,

seed, idg d ﬁ

Step 2: Tag T, replies with the computed pseudorandom number n, along with rand,

Contact List L; ﬂ ﬁ T,

seed, id, Ty D seedr,
seed, id, seedr, ﬁ O r

seed; ids Tis D3

seed idg T D T

seedq idy d d

Step 3: Upon receiving n,, the reader computes next pseudorandom number using P(seed, ® (rand; || rand,))
for each tagin £; and compareswith n,

O-

N T.
Contact List L; \ n 5 seedyr,
Tio
seed id
TagT; is ! ! Reader seedn, ﬁ O T.
authenticated. So seed, id, R; ) 3

seed is update

seed, ids i as TD
seed idg :'/J ﬁ d

seed, id,

Step 4: Reader finds a match with n, for tag T,. Then reader transmitsn; and finally stores the updated seed, denoted as bold
seed,, in its contact list. Thusreader authenticates T,

Contact List L;

seed, id,

T,
|
seed, id, seedy, & D

seedr,

- Reader T3 Reader is authenticateq.
seeds idy R; T. D So seed is updated.
4, [ uf
seedg idg T T
seed, id, d

Step 5: Upon receiving n;, T, generates next pseudorandom number a from its sequence and finds a match
with n;. Thustag verifiesreader R;. Finally T, updatesits seed which is denoted asbold seedy, T

Figure 3.2: Detail interactions of the authenticati ~ on protocol between the reader R; and the tag T,
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Our assumption includes thétis more powerful than a passive attacker. Likassjve
attacker, she can eavesdrop on the both the clsabbeiveen a valid reader and a valid tag.
However, like an active attacket,can install a rouge readBrthat can communicate with a valid
tag. In addition, the adversary can also instédka tagl’ to communicate with a legitimate
reader. In both cases, the ultimate goal of thesdvy is to counterfeit a tag with the learned
information. In addition to these attackscan launch hardware based physical attacks, while
these hardware based physical attacks are beyersttipe of this chapter. We will address the

attacks on the protocol layer.

3.5 Analysisof the protocal

We analyze our protocol in two steps. First we @néshe security and privacy analysis

followed by the cost analysis.

3.5.1 Security and privacy analysis

In this subsection, we analyze our proposed auttaitn protocol against different
types of attacks. For every attack, we first déscHow the attack is launched by an adversary.
Then we explain how our protocol protects the sysdgainst the attack; and7; are referred to
as a legitimate reader and tag.

Privacy protection: If an adversaryl comes across any private information of the tag by
guerying it, she may cause several vulnerabilitbethe owner’s day to day life. We assume that
A may target a list of tags and attack each ta@ fored number of timesi queries the tags to
discover thdd of the tag and thereby some private informatiothefproduct or the tag owner.
But our protocol strongly protects user privacydese a tag never sends its awrno anyone,
not even to the authorized reader. Each tag séndsply in disguise so that only an authorized
reader can identify the tag. Moreover, no one is @hinfer or learn théd of the tag by simply

looking at the tag’'s responses or by simply queyyire tag. Under this attack, the adversary has
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a list of targeted RFID tags. The adversary quezéeh tag within the group to determine which

tags of her list exist within this group. Accorditggour protocol, each time a reader queries a tag

T;, it replies to the reader with a new respafseced;, ® (rand; I rand]-)). Therefored fails

to link any two responses and thereby fails toifiemhich one of the tags is replying. Thus our
protocol protects the privacy of the tag.

Tracking: The adversary tries to trackl; over time.A succeeds if she is able to
distinguishT; from other tags. Under this attackrepeatedly querieg with a value which
yields a consistent reply. This consistent replydnees a signature @f. To launch this attacld
can reuse the samand; learned from any previous session of our protdgdglincorporating
rand;, our protocol becomes secured against trackirmegircannot predictand; ahead of
time. Consequentlyf; will reply a new pseudo random number each tinedueried. Moreover,
whenA learns the-and; from any previous successful authentication sess&dej has been
updated to a new value. Thufails to get any consistent reply frdfn As a result, she cannot
trackT; afterwards.

Cloning: Under this attackd queriesl; and places the response in a fake tag. Let this
fake tag bdA}. Now, A wants to pass off the forged tag as legitimatesiredbecomes successful
if she can fool a legitimate read@y. According to our protocol, whenever the adversargries
T;, she receives a different response each time be@uand; andrand;. Now, if A places this
response iff}, she will never be able to fool a vakg. WhenT, is queried byr;, T, cannot
generate the actual respor@e‘ails because for each quefRy,transmits a newand; thatA
cannot predict at the time of producing the fakg @n the other hand, sinf,edoes not know the
current seed stored dh, the fake tagannot generate the actual response while queyiéy. b

Denial of Service (DoS): In this attackA does not want to derive any information or

impersonate the reader or the tag. The main tafgbe adversary is to ensure that a reader
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cannot access its authorized tags. To launch aaitagk,A places many requests to the backend
server so that the readers are unable to commenigtt the backend server. This problem
becomes severe when the backend database shamstakey with the tag that has to be
synchronized after each successful authenticafon protocol eliminates the need of a backend
server. So, synchronization between the servettanthg is not required any more. Moreover, in
our scheme, a reader communicates with the bacemwdr only at the time of deployment.

Physical attack: Physical attack meamscan compromise either a tag or a reader. We
will consider both the cases.

A. 4 compromises R;: WhenA compromises a readgy, the adversary will know the
reader’s contact list; and the id;. She can now impersonateand prove herself g, if the
reader has been authorized to achentually, she is able to access the 1ggE,, ..., Ty, if
R; has access to these tags. Now, the security gtalgreventi from using this knowledge to
create any counterfeit tag. LEtresides in the contact ligt, andA wishes to counterfeit the tag
T; which we naméA"]. The adversary will be successful?'l*;f can fool another legitimate reader
R,. But under our scheme, only one reader is autbdria accesg; and that reader ;. So,T‘,
cannot foolR, by learningseed; andid; from L;.

B. 4 compromises T;: In this case, the adversary compromises a‘jta@ is able to
create a fake ta@ that can fool an honest reader We want to preverd from counterfeiting
another valid tag that can foB). Since the adversary has compromigedve assume that the
adversary knows all the private informationTpfWith this informationA wants to clone a valid
tagT,. With this cloned tagd wants to spoof an honest readfgthat is authorized to acceBs
Since each RFID tag shares a seed with its audwrzaderT, shares a different seed with

R; which is not known td;. Though4 kn0WSseedT]., however, she cannot derive the shared

seed betweeR; andT,. Therefore, the adversary cannot create the takéotfoolR;.
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Eavesdropping: A eavesdrops the communication betwBgandT; and later uses this
information to launch any of the attacks mentioabdve A can learn every information
exchanged betwedt) andT; such as-and;, n;, rand; andn;. We assume thak can listen to
both the tag-to-reader and reader-to-tag commuaicahannels. According to our protocdl,
cannot launch privacy attack as the protocol do¢seveal any sort of private information of the
tag and the reader. Evdrfails to trackT;, because the tag replies with a new pseudo random
number every time it is queried. Thuscannot figure out any signature to foll@yv

Under our protocol, listening over the communicatibannels cannot helpto launch a
cloning attackA cannot create a fake t@;by learning only the pseudo random numbers
exchanged betweer) andT;. SinceA cannot predictand; and have no idea ab(m;tede, itis
impossible ford to cloneT;. As a result, she cannot fool a legitimate re&jeBupposed tries
to impersonate the tdg and we name the fake t@g This fake tag wants to fool an honest

readerR; with whichT; has communicated recently. NoYT}/,wiII not be able to deceivk;, since
the reader will definitely query with a newnd,. And T"] fails to generat® (seede ®

(randl I randj)) because it has no idea aboutslaedT].. EvenT‘, fails to launch aeplay

attack If T"] replays with the same respoﬂ%éseedﬁ ® (randi [ rand]-)) that is learned from

an earlier authentication sessi@ will easily identify that it is a fake tag.

Forward secrecy: Forward secrecy means if anyhow an adversary comipes a tag,
she will not be able to track down any data presiptransmitted by the tag. It means that if
physically tamper§; and IearnSeedeshared withRr;, A will not be able to trace the data back
through past events in which both the reader aadatty were involved. Our protocol ensures

strong forward secrecy since the seed-update famkf{l ) is an irreversible one way hash
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function. Therefore, by tamperirg, A cannot realize the former outputs based on thador

seeds since she cannot derive the previous seéus sequence from the current seed.

3.5.2 Cost analysis

Our authentication protocol involves one hash fiomcti(.) and one pseudo random
function?(-). But the cost depends on the number of execufitimechash function during an
authentication session between the reader anaghd herefore, we determine the cost of our
protocol on the basis of the computation& ). From the authentication protocol described in
section 3.3.2, the tag performs the) twice, first in line 12 and second in line 15. 8w cost
for our protocols is little higher than the prottecdescribed in [Juels07, Tsudik06, and Weis03]
which require the tag to perform only one hash fianc The additional hash function allows our
protocol to be serverless and yet avoids exposiagag’'s secret to the reader. In terms of

efficiency, in the worst case, the reader neegetiorm|L£;| computations, since it has to derive
P (seedm @ (rand; | randj)) for each tag, in the contact list. Now, we consider the

communication cost. Assuming that both reader hadag ids are of the same length, the
authentication protocol requires the communicatib(® - |[n| + 2 - |rand|) bits, wherdn| is
the length of random numbets andn;, and|rand| is the length of both theand; and the

rand; respectively.

3.6 Additional features

3.6.1 Ownership transfer

Ownership transfer ensures that an authorizedereadounces the authority of a tag and
a new reader gets the authority to access thé&tgmposeR; is the current owner of the tdy
After transferring ownership to another realgrT; responds t®,, in the same way as it did to

R;. From now onR; has no rights to accegs Though ownership transfer issue is dealt with in
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[Cui07, Tsudik07 and Molnar05], the backend seplays a significant role in those protocols.
Based on our protocol, we propose two methods oieoship transfer.

A. CA based ownership transfer: The certification authorityd4) has all the
responsibility of deploying tags and authorizingders. A reader obtains its contactlistom
theCA using a secure channel at the beginning of itsatio&. Whenever the readRy faces the
need to transfer the ownership of a particulateagnother reader, it informs tidel about the
change in the access policy along with the ownprstiormation of the tag. Ownership
information comprises the identifier and the cutrsed for the particular tag stored in the
contact list ofR;. TheCA now authenticates the new owner (another readerpathorizes the
new owner by updating its contact list with the enghip information. Then the certification
authority also deletes the ownership informatiotheftag from the old owner's contact list. For
example, théd; and the currenteed; of the tadl; are its ownership information. The old owner
R; transmits this ownership information to tfié at the time of informing about a change in
ownership off;. CA authorizesk, (new owner) with this ownership information antheeres
this information from¢;.

B. Serverless ownership transfer: The prerequisite of this methodreader-to-reader
secure communicatiort the time of the ownership transfer, the oldhewr; transmits théd;
and the currendeed; of the tadl; to the new owneR, and then simply removes ownership
information forT; from its contact list;. However, the old reader can abuse the situation b
deciding not to deleteeed; from his contact list. Therefore, to protect agasuch vulnerability,
the new authorized own@, authenticates the tafj as soon aR, receives the ownership
information. This will desynchronize the seed stdretweerf; and the old owner. Therefore,
even if R; does not remove ownership information TarR; will have no valid seed to accefs
thereafter. However, the shared seed betvikgeandT; will still be synchronized. Once the

ownership transfer process is completed, the nemeoR, notifies theCA regarding the update
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in its new contact list to remain synchronized witaCA. This notification is done through a

secure channel.

3.6.2 Scalability

Scalability means that a reader can find a tagatifler with limited computational time
regardless of the number of tags owned by it. Adiogrto our protocol, if the total number of
tags owned by a readerNs the time complexity of search operatio®igV). Juels and Weis
proved in [Juels07] that improved randomized hash bffer strong privacy and security at the
cost of poor scalability. We entirely comply witheir observation and propose a more practical
way of ensuring scalability with the help of owrtgpstransfer. Our proposal is that each reader
will have a threshold valug. Hered is the maximum number of tags that a reader caa ha
access to anll < 4. When a reader’s contact list surpasses the thickdhthe reader, called as
a overloaded reader, wishes to reduce its burdenf e overloaded reader has a co-operative
reader in its vicinity and if the co-operative reatlas enough available memory space, the

overloaded reader will transfer some of its burttetne co-operative reader.

3.7 Comparison with other protocols

In this section we compare our protocol with soemowned RFID authentication
protocols. This comparison is based on the secanityprivacy properties required for an RFID

system. The comparison is shown in Table 3.2.

3.8 Application scenarios

A. Container recognition in off-sitelocation: Let us consider a case in which a company
uses RFID system for employee identification, humatientication while entering into safety
regions, document management, product maintenamteta. All these services are easily
ensured with central server based RFID systemthdsitompany faces problem when they have

to collect their ordered raw material containeosrfrother companies that belong to the off-site
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Table 3.2: Comparison of authentication protocols b ased on the security features and other
additional features

Protocols Privacy Anti- Anti- Synchroni- | DoS Forward Ownership | Scalability
Protection | Tracking | Cloning | zation Resiliency Secrecy Transfer Assurance

Seo-Lee-Kim External

[Seo06A] Yes Yes Yes Yes Yes Yes Intervention Yes

Seo-Lee-Kim

[Seo06B] Yes No Yes Yes No Yes Yes Yes

OSK [Ohkubo03] Yes Yes Yes Yes No Yes No No

YA-TRAP

[T sudiko6] Yes Yes Yes No No No No Yes

Av-

Oech[Avoine0s] Yes Yes Yes Yes No Yes No Yes

RIPP-FS [Conti07] Yes Yes Yes Yes Yes Yes No Yes

Tan-Sheng-Li Yes Yes Yes Yes Yes Yes No No

[Tan07]

Our Protocol Yes Yes Yes Yes Yes Yes Yes Yes

locations. This off site location has no conneciioth the central server. Normally truck drivers
are dispatched to the other companies to collatiagrer deliveries. But it is a very usual case
that people employed in this job does not have#pability to ensure that the supplied
containers are the correct one that were orderddsbgompany. Moreover it is not possible to
check each container individually because obviotlsye are enormous numbers of containers.
As a result, containers being unchecked, sometimesg material are delivered to the
warehouse. This causes a loss for the particulaufaaturing company. Now this problem can
be easily eliminated by using our serverless patpmvided that the containers are tagged
objects. The truck driver may have with him hissomal PDA, which can act as a reader.
Reaching the offsite location this reader can gasithenticate the containers and find out
whether they are the ordered containers or nos @ be easily done as under our protocol, the
readers can authenticate and communicate withvisllgeut the intervention of central server.

B. Environmental monitoring: The use of RFID systems in conjunction with highly
miniaturized sensors will make it possible to oleativerse environmental phenomena.
Environmental scientists perform diverse researchrovironment by attaching tags with animals
and releasing them in the wild again. These atthtdgs together with our serverless protocol

can help scientists on their research. Moreownetimes it becomes necessary to regain a
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tagged animal from the wild for research purposehis case our protocol can be very useful as
readers can track or locate the tagged animakinvitd without the need of server.

C. Authenticating smart objects usage at construction site: Several research groups
have been investigating applications of smart dabjecoutdoor working sites where regular tools
are augmented for supplementary services. For deamgKortuem07] construction drill
machines are augmented so that usage history canothiéored and usage safety can be ensured
by appropriate alerts. Such augmentations havetdirplications in the business and logistic
processes of the companies since they use perfoemanord of the workers. Our proposed
protocol can be applied to such scenarios to atidae the workers to use the smart tools and to

enable secure logging of monitoring data locallyahtensures their privacy.

3.9 Summary

In this chapter, we have suggested a serverlekgrtidation protocol which ensures
mutual authentication of both the tag and the nedder authentication protocol is forward
secured and shielded against some major attaais asutracking, cloning, eavesdropping,
physical tampering, and DoS. Moreover, we have ateposed ownership transfer mechanism
which facilitates our protocol to be scalable. fie best of our knowledge, this is the first
contribution in the literature that enables see&siprotocol to perform ownership transfer. Our
plan is to devise a robust authentication proteduth will be able to synchronize a tag and its

legitimate reader even if the adversary desynchesrtihem.
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Chapter 4. A Robust RFID Private Authentication Protocol

4.1 Introduction

RFID systems have been scrutinized nowadays asfdhe emerging technologies in
pervasive environment. Authentication becomes pefisible in applications where security and
privacy are major concerns. Besides preventing soajer attacks, RFID systems need to be
able to recover from unexpected conditions duripgration.

Security and privacy aspects should be addresdecelhmass deployment of RFID tags
in omnipresent environment. However, conventioealsity solutions cannot be integrated in
RFID tags as they have inadequate computation ddjgasbwith extremely limited resources.
Consequently, research community proposed sevettadiatication protocols [Ahamed08A,
Conti07, Ohkubo03, Seo06A, and Tsudik06] that amised against major attack models
including tracking, cloning, eavesdropping etc. Bi& complete removalenial of servicéDoS)
attack is almost impossible. This attack causeflicowith the fundamental requirements such as
availability. An adversary can launch this attack in severateggies against RFID systems. For
instance, jamming the communication channels wiikancan affect availability. However such
attacks can be detected and mitigated by mecharmisthe physical layer [Sharma03]. In this
chapter, we focus instead on the solutions to supailability at the protocol level (RFID
application layer).

The adversary can attack a tag with numerous gioen a rogue reader that is his
under control. As a result, the tag is not ableegpond to any further query from the legitimate
reader. In other words, a genuine reader cannotreonicate with his legitimate tags. A similar
attack is also possible on the reader launchedrbgw@e tag (controlled by the adversary). If the
reader has to spend a lot of time to verify eaghsteeply, this attack can keep the reader busy all
the time with some fake responses. If the adversaends less time on generating those fake

responses, then the system will eventually be fthwe
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4.1.1 Desynchronizing attack

At the protocol level, another class of DoS atteak be possible. We term this attack as
desynchronizingttack. To provide strong authentication in anIREystem, the reader (or the
backend server) and the tag have to share seEogtexample, in a symmetric-key setting, both
the reader and the tag may share keys and otlterirsiarmation. But if the protocol has to
support privacy protection, the reader (or the badkserver) must use some mutable information
(such as a changing pseudonym) to identify thertdige absence of fixed identification values.
The dynamic information has to be synchronized betwthe reader and the tag to operate the
system successfully. In this scenario, the adversam launch the desynchronizing attack by
breaking this synchronization. For example, duioradio jamming of the channel between the
tag and the reader, a communication failure map&apwhich may eventually result in
desynchronizing attack. Therefore RFID authentizagirotocols should at least figure out some
methods to detect this attack and recover the myitie is under attack.

DoS attack is not addressed by most of the auttaitn protocols because it is not
possible to cope with all kinds of DoS attacks. YRAP [Tsudik06] is a famous authentication
protocol that places little burden on the backesrder and uses monotonically increasing
timestamp which makes it secure against trackingibsecure against DoS attack. Another a
hash chain based RFID identification protocol iPRIFS [Conti07]. Here Conti et al. proposed
that each tag shares a private symmetric key Wwalserver. After each successful authentication,
both the tag and the server update the symmetyitcckmaintain synchronization. RIPP-FS is
resilient to a specific DoS attack where the adugrattempts to exhaust the hash chain. Another
lightweight protocol is OSK [Ohkubo03]. Ohkubo &t@roposed that only two hash function is
sufficient to provide indistinguishability and foand secrecy. But the problem of OSK is that a
malicious reader may easily desynchronize a taghmtasults in DoS attack. In [AhamedO8A|],

we proposed two serverless authentication protoetds/ever, authentication protocol 2 (also
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presented in Chapter 3) is secured against alloatgor attacks. But the major flaw of this
protocol lacks recovery support.

In this chapter, we proposdrabust RFD Private Authenication Rrotocol (Ripair) that
supports not only security and privacy, but alsmvery in RFID systems. The protocol can get
back the desynchronized tags and readers to themral state and thus provides robustness. This

protocol has been published in [Hoque09B].

4.2 System modd

We consider an RFID system consisting of three aomapts: tags, readers and a backend
server. The tag is a wireless transponder embeidd#uysical objects for detection and
prevention of product counterfeiting. The readex teansceivén they can query tags for
identification of objects and/or subjects. To pobfarivacy all data of the tag that may be privacy
sensitive is stored in the backend server. Conlyeeseh tag contains a limited amount of data to
prove his legitimacy to the backend server viardagler. The Reader not only interacts with the
tag but also communicates with backend serverentify the tag. The communication channel
between the reader and the backend server is adgorbe secured. For simplicity, we presume a
reader and the backend server to be a single emtityefer it as the reader. An issuer, another
entity of this model, initializes each tag by widithe necessary information into the tag’s

memory.

4.3 Therobust RFID private authentication protocol (Ripair)

In this section we discuss our protocol. Beforedbscription, we present the notations
and the assumptions for this protocol.
4.3.1 Notations and assumptions

SupposeV is the total number of tags in the system. Eaglttatains a secret pair

consisting of a secret numherand an identifiefD. The tag gets this data from the issuer at the
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time of deployment. On the other hand, for eachttagyreader has a 3-tuple composed of the
secret numbes, the secret number of the last successful seSgjep, and the tag identifigiD.
On the reader side, a t&h points to all the data associated with the respetag. All the
entities of the system have the knowledge of a PRNQ that can generate pseudorandom
number based on its input (seed). In our caseirtpig (seed) will be the secret numiSefor
sometimess,,..,,). Both the reader and the tag also knows aboutrieevay hash functiof(. ).
Initially, the data of the tag are in sync with tega of the reader, asg,..,, is equal to its
corresponding. We also assume that both the reader and theatagdapability of producing
random numbers that have the properties of a ndma¢her words, the reader and the tag can

produce nonce.

4.3.2 Protocol description

The protocol operates as shown in Figure 4.1.r8t,fthe reader sends a request
accompanied by a random numbgfnonce). Upon receiving the request, the tag coespt
with a self produced random numbg(nonce). The tag replies with thg for authenticating

itself. Ther; is attached with the response to help the readerdduce the same pseudorandom

number. Now the reader checks the validitypby computing? (S ® (Ti I r])) for each tag in

the database. If the reader finds a match, it easube of the validity of the tag. To protect
privacy, the reader has to mutate the secret nuniiberefore the reader updaggs,, with the
currentS. To prove own legitimacy the reader has to gerdret response that only the tag can
understand. The reader produagdy using the next seed in the sequence that isasleed

secret numbek(S). Then the reader updates the seed with the nedtisghe sequence (i.e.,
h(h(S))). If the reader fails to find any match in thesfisearch strategy, he changes the scheme
of search by replacing tifewith theS,,,., of each tag in the database. After a successfudhma

the reader has to generatgsin fact, this step of the protocol provides tiggtem robustness to
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the desynchronizing attack. At this step the systgovers the tag that was desynchronized with
the reader by some malicious actions happenedédfoboth the cases, the reader replies with
the producea;. If n; is not valid at all, the reader simply ignores tiessage and replies with a
random numberand. However, thisrand keeps the protocol consistent by preventing an

eavesdropper to acquire any knowledge (successloref) about this session.

Reader Tag
< S, Sprev, ID > <S,ID >
Generate; request,;
- Generate;
nj < P (S &) (ri II rj))
M 7j
Use all the entries in the
database to generate
P (S @ (r; r,)) for all tags
and check validity ofi;,
if correct:
Sprev < 51
X < h(S),
n < P(X® (ri 7)),
S « h(X);
if not correct:
generate
P (Sprev ® (ri 17;))
for all tags and check;,
if correct:
n; < p (h(sprev) @ (ri " rj))v
Otherwise:
ignore the message and
n; « rand
n; Y <« h(S), generate
P(Y® (ri 1)) and
check validity ofn;,
if correct:
S « h(Y)

Figure 4.1: The robust RFID private authentication protocol
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Finally, it is the tag’s turn to identify the read®y verifying the received,;. If then; is
valid, the tag updates his secret number accongdegshown in Figure 4.1. Otherwise the tag

discards the message.

4.4 Attack mod€

In this chapter, an adversary is denoted .aBhe adversary can control a number of
readers and tags. Each reader and each tag cedtbylithe adversary is denotedRamdT,
respectivelyR is unauthorized to have access to any real taijssasot connected with the
backend server. SimilarlJ, is not valid as it has no idea about ®aind realD. We presume
that the backend server cannot be compromisedvaigeethe adversary would get total control
over the tag database then. We do not take fotepidhat the adversary has unlimited resources.
Instead we assume that all the entities such as teaders, adversaries, adversarial tags and
adversarial readers have polynomially bounded ressu

For this protocol, our assumptions also include the goal of the adversary is not
confined to only forging a real tag and makingfidee tag (and therewith the fake product)
indistinguishable from the real one. By hamperimg availability (by applying desynchronizing
attack) the adversary can flawed the system. ThieradryA is simply more powerful than a
passive attacker. Like a passive attacker he caesdeop on the both the forward and backward
channels between a valid reader and a valid tagreMer, like an active attacket,can install a
rogue readeR that can communicate with a valid tag. In addititve adversary can install a fake
tagT to communicate with a legitimate reader. In baikas the ultimate goal of the adversary is
to counterfeit a tag with the learned informatiDespite of these attacks, the adversary can block
any channel at any time to fulfill his purpose. Huversary can launch the desynchronizing
attack by blocking (or jamming) any of the chanralany step of the protocol or by scrambling
any message passed from one party to anothersénafdahe protocol presented in Chapter 3, the

adversary can successfully desynchronized thenddhee reader, if he blocks the forward
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channel (from the reader to the tag) at line 1B &stion 3.3.2 or Figure 3.1) where the reader
sends a validation message to the tag. Denialfofeseattacks at the physical layer are out of

scope of this chapter.

45 Analysisof the protocol

In this section we analyze our proposed protododt e present how our protocol
provides robustness and recovers the desynchrotagedThen we focus on security and privacy

analysis of the protocol.

4.5.1 Robustness analysis

In this section, we present a detailed examplegpdagn how Ripair provides robustness.
After describing a successful tag query, we illatgthow a tag is recovered if the adversary
launches the desynchronizing attack in the eas®ssion. In our example, to make analysis

simple, we demonstrate the interaction betweenglestag and the reader.

Reader Tag

< So,So,ID > < S, 1D >

Figure 4.2: Initial states

Initially, the reader and the tag are both in syscshown in Figure 4.2. Now the tag
responds to authenticate him upon receiving theestfrom the reader. Since the tag is valid, the
reader finds a match with an entry in the tag degdabNow the reader generafedy using
h(Sy). To prove himself valid, the reader replies witbadid n;. At the same time the reader also
updates thg and thes,,..,, with thesS, (=h(S;)) and theS,, respectively. The tag also finds the
reader valid and updates Kigrom S, to S, according to the protocol. The subsequent stdtes a
this successful session are depicted in Figure 4.3.

Now the adversary can break the synchronicityrialfcommunication pass of the

protocol where the tag waits faf from the reader. Suppose the aforementioned taig ag



38

interacts with the reader after a while. Every ragesbut the final one, for instance, is effectively
received. The very last message contaiming damaged or lost due to some malicious actions
of the adversary. Since the tag cannot updatecbi®snumber, he becomes desynchronized with
the real reader. The internal states of the readethe tag after this unsuccessful session are

shown in Figure 4.4.

Reader Tag

< S5, S0, 1D > < S,,ID >

Figure 4.3: States after the successful interaction

Now if this tag again comes to vicinity of the readhe tag starts interaction with the
reader. However, the tag still hasS,, ID > as his internal data. Now the reader fails to fingt
match with the received response as he tries tdatalwith all thes’s in the database where the
S for this particular tag iS,. On the contrary, the tag has usedo generate his response. The
reader further continues the search with the prevsecret numbers,,..,,'s. Now the search will
be fruitful since thes,,,.,, for the particular tag is stili,. Hence the reader concludes that the tag

is valid that was desynchronized in some earlissisa.

Reader Tag

< S4,8,,1D > < S, ID >

Figure 4.4: States after the unsuccessful session

To synchronize both the entities again, the retaless a prominent step by sending the
valid message without doing any update in the de@bWhen the tag receives this message, he
successfully verifies the originality of the readed therewith updates the secret number (from
S, t0S,) as well. Thus the robust protocol recovers ttstesy from out of order state. After

recovery, the states are shown in Figure 4.5.
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Reader Tag

< S4,S,,1D > < S,,ID >

Figure 4.5: State after recovery
4.5.2 Security and privacy analysis

In chapter 2, we have mentioned the six elemengsafetty ring which must be ensured
by an authentication protocol in order to keep &tORsystem secured and protected. In this
section, we explain how Ripair defends the RFIQi@ysagainst those six major attacks and
keeps the system within the safety ring.

Privacy Protection: Users carrying various tagged items do not wahatoper their
privacy. If an adversary comes by any private imfation of the tag, by querying or
eavesdropping, he may cause several vulnerabildgi#se owner’s day to day life. Our protocol
protects user’s privacy strongly. According to Ripa tag never sends his o to anyone, not
even to the authorized reader. The tag sendss$psmnees in disguise so that only an authorized
reader can identify the tag.

Prevent Tracking: If a tag replies with a constant response (elginpD or even
obfuscated message) each time he is queried,dhgtant response becomes a signature for the
particular tag. So the potential problem is thatddversary can establish a link between the
responses and the tag and therewith the owneedatiged object which ultimately leads to
tracking. In order to prevent clandestine physicatking, each entity’s response must be
scrambled. Our protocol is secured against suath ¢dirtracking attack. In Ripair, each entity
replies with a distinct response in every sessiotesrandom numbers;(@ndr;) are involved
within each computation of the validation messggesndn;).

Prevent Cloning: To launch this attack, an active adversary queriesal tag and obtains
the response. By placing this response in a fak& tthe adversaryl attempts to counterfeit the

real tag. Now the attacker becomes successfubiattémpts if he can deceive a legitimate
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reader. In other words, the real reader fails stirjuish the genuine tag from the fake one.
According to Ripair, whenever an adversdrgueries a real tag, he receives a distinct regpons
each time because of the inclusion of random nusninethe response. Thus the protocol thwarts
tag counterfeiting.

Ensure Forward Secrecy: Forward secrecy means that an adversary will eatlie to
realize any previous output transmitted by a emtitgn if he compromises the entity. Our
protocol ensures forward secrecy. The secret nuflsrared between the tag and the reader, is
updated each time using irreversible one way hasttionh(.). After compromising a valid
entity (the reader or the tag) cannot realize the earlier responses by just legqithe secret
number. Because those responses are based omrtteg f@cret numbers and he cannot derive
the former secret numbers from the current one.

Lessen Susceptibility to Replay Attack: In order to launch this attack, the adversary
eavesdrops on both the communication channels batthe tag and the reader. Thusan learn
all the challenges and the responses betweengttielate tag and the legitimate reader, and later
uses these data to create a fake tag (readerjén tar deceive an honest reader (tag). But in order
to deceive a legitimate reader (tag), the fakeTtéigke readeR) has to generate a valid
response. In case of our protocol, this is impdssilnce two distinct random numbers are
involved in each session. Therefore Ripair is msteptible to replay attack.

Deal with Denial of Service: In this attack, the adversary wants neither tivdeany
information nor to impersonate a tag or a readath& the main target is to ensure that a valid
reader cannot access his authorized tags. To laubd$ attack4d can adopt several means.
Though it is not possible to cope with denial afvg=e due to all possible ways, we focus on
some of those that our protocol can prevent. Jagmhi@ channels may cause DoS. This problem
exacerbates when the backend server and the teegshaecret key that has to be synchronized

after each regular query. Even distorted or damagessage may cause DoS. Certainly, our
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proposed protocol is vulnerable to above mentianedns. However, even after being

desynchronized, the protocol can recover the R&Y3 to the normal state.

4.6 Summary

Widespread deployment of RFID systems depend ostthagth of security against
major attacks, protection of private data, and veppfrom unanticipated circumstances during
the operations. Each of the elements of the “Sd&atg” has to be ensured to keep the system
secured. In order to cope with these demands, we pr@sented a robust RFID private
authentication protocol (Ripair) in this chaptenwdthis protocol recovers the system has been
presented in the robustness analysis. In addsiecyrity analysis establishes that the protocol
keeps the system secured by ensuring the safetyStody of other issues of DoS and making

the system more robust against those means drepsi issues.
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Chapter 5: ERAP: An ECC Based RFID Authentication
Pr otocol

5.1 Introduction

Supply chain management can be referred to ascassfal application of RFID
technology. It is an enabling technology that thesgotential of helping the retailers to provide
the right product at the right place at the rigiiet thus maximizing sales and profit. RFID helps
to uniquely identify each container, pallet, casd gem being manufactured, shipped and sold.
Thus RFID provides the building blocks for incresesibility throughout the supply chain.

Another important application of RFID systems isl&gect counterfeit products. In
supply chain, product authentication provides goggiortunity to find illicit trade and business
by identifying counterfeit products. Counterfegfiis a rapidly growing problem that affects a
great number of industries and harms societiesanymvays. Therefore new technologies must
be put in place to prevent the counterfeit thraad RFID technology has been identified as one
of the major anti-counterfeiting technology.

Anti-counterfeiting problem can also be rephrasedwhentication problem. In order to
avoid counterfeiting, the adversary must not be &blclone any RFID tag. Moreover retrieving
the tag’s secret information by attacking the antication protocol between the reader and the
tag has to be infeasible with respect to the ressuof the adversary. Protection against cloning
at the physical level is achieved by using physicaintermeasures [Tuyls06] and protection
against passive or active attack on the protoe@l lis provided by using cryptographic functions
such as secure authentication protocols.

Public key cryptography (PKC) offers an attractbadution to the counterfeiting
problem. But most of the previous works on RFIDusgyg consider only symmetric-key
algorithms such as AES [Feldhofer04]. But it ifl sibt clear whether public key algorithms can

be implemented on small constrained devices su&#3 tags and can comply with memory,
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area, performance and power requirements for tygskcations. However in [BatinaO6A], the
authors investigate PKC based identification prot®that are useful for anti counterfeiting
applications.

In comparison with symmetric key based identificatschemes, public key cryptography
is more flexible requiring no complicated pre-disited key and pair wise key sharing
negotiation. The RSA algorithm is definitely the shpopular in public key cryptography.

Elliptic curve cryptographyECC) is relatively a new family of public key algghms that can
provide the same level of security with shorter lengths. Depending upon the environment and
the application in which it is used, improved penfance can be achieved.

It is a common belief in research community thdiligukey cryptography (PKC), such as
RSA and ECC, is not practical because the requinetputational complexity is prohibitive for
the devices with limited computational capabilindaextremely constrained memory space. But
some recent progress in ECC and RSA implementatiows that public key cryptography is
feasible for small sensor devices and RFID tagseRity a few papers [Tuyls06,
Wolkerstorfer05, Hein09] discuss the feasibilityff2C based PKC on RFID tags. Here we adopt
the belief that ECC based public key algorithmsfeasible for RFID identification or
authentication. In this chapter, we propose an B&¢&d RFID authentication protocol (ERAP)
which is secure against some major passive angeaatiacks. Our proposed protocol is a mutual
offline authentication protocol which ensures tthat tag and the reader authenticate each other
prior to any data exchange. Since it is a mututidentication protocol, the tag releases own data
to only an authenticated reader and the readeaceess only those tags for which the reader is

authorized. This protocol has been published irajAbd08B].

5.2 Technical preliminaries

Since our protocol is based on Elliptic Curve Cogpaphy (ECC), we first focus on

some preliminaries of ECC.
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5.2.1 ECC preliminaries

The foundation of ECC based encryption-decryptmreme and digital signature scheme

is anelliptic curve(E). Thedomain parametersf an elliptic curve scheme describe an elliptic

curveE defined over a finite fieldF,.

Definition 1. Aset D = (q,FR, S, a, b, G,n, h) of domain parametersonsists of:

1.

2.

6.

7.

The field sizeg.

FR (field representation) is an indication of therem@ntation used for the
elements off ;.

If the elliptic curve is randomly generated in attance with [ANSIX9.62], a
seedsS is used. The seed length should be at least1§(Joihnson01].

Two coefficientsa, b € F, define the equation df overF,.

A finite point ¢ = (x¢,y;) € E(F,) wherexg, y; € F,. G has prime order and
is calledbase point

The ordem of the pointG, withn > 2160 andn > {/q.

The co-factoh = #E(F;)/n. ¢

Detail descriptions of domain parameters are pexvic [ANSIX9.62, Johnson01 and

Hankerson04]. There are security risks associatédmultiple users sharing the same elliptic

curve domain parameters [ANSIX9.62]. Detail seguritnsiderations are described in the

standard X9.62 [ANSIX9.62].

Like any other public-key crypto, ECC is based & pair— gorivate keyand apublic

key. The private key is statistically unique and uniztble integetl € [1,n — 1]. And the

corresponding public key is the scalar multiplicatofd andG, i.e.,Q = dG. Thus the key pair

(@, d) is associated with the domain parameikrd the elliptic curve.
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5.2.2 System model

A model for our RFID authentication system has tiwect components: tagsand
readersk. Tags are wireless transponder embedded in physigects for detection and
prevention of product counterfeiting. Readers eardceivers— they can query tags for
identification of objects and/or subjects. A Céctifion AuthorityCA is an indirect party that is
trusted by all the tags and the read€rsis also assumed not to be compromised. Howeékr,
is not mentioned as a direct component of our R§I&iem since an offline authentication
scheme requires no direct participation of a baglerverCA’s mere function is to deploy all
the tags as well as to authorize the readershieratordsCA performs only at the time of the
deployment of the system. That's wiy is not included as a direct component.

Since our protocol is based on ECC, each partyGthdhe tag and the reader) has to be
capable of performing calculation based on ECC. ddréfication authority generates the elliptic
curve domain parameters as well as the key pamsanrdance with X9.62 [ANSIX9.62]. To
thwart the attacks of an adversary and to enhdresytstem security, we propose to select a
unique elliptic curve for each RFID tag in the gyst

Definition 2. A Certification AuthorityCA, the indispensable and indirect component of

the RFID system, is equipped with four algorithms:

1. A domain parameter generation algoritithrat generates a setof domain
parameters for each tag in the system. This algariandomly selects an elliptic
curve overlF, according to X9.62.

2. A domain parameter validation algoriththat checks the validity of the det
before moving on to the next task.

3. A key generation algorithrihat takes the sét as input and generates a key pair
(Q,d), whered is theprivatekey andQ is the correspondingublic key. A key

pair is generated for each elliptic curve, i.er,dach tag.
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4. A public key validation algorithrthat takes the sé& and the associated public
key Q as inputs and checks the validity@for the given set ab.0
An RFID tagT is the smallest of all the components of our systeach tag is capable of
performing elliptic curve computation along with dutar computation. During the deployment,
each tad’ receives a unique identifiéD, a unique set of domain parameterand the
associated private kel/from CA (see Figure 5.1(a)). The certification authoritytes all the
data into the ROM (EEPROM) memory of the tag. Traes@ are secret for each tag. We assume
that a tag never reveals these secret data tceader, not even to any other tag of the system.
But the adversary is capable of learning theseeséata by launching some hardware based
physical attack. But in this chapter, we do notsider any hardware based physical attack.
The other direct component of our system is theCR#EehderR. Since a reader can
perform extensive computation than a tag, the relaae the major role in our authentication
protocol. During the deployment, each reakleeceives &ontact listL from CA afterR
authenticates itself t64 (see Figure 5.1(b)). The contact list containsdeatifying information
of each tag thatR is authorized to access. We also assume thabthenanication betweeR
andCA is performed via a secure channel.
Definition 3. If a reader is to be authorized to access a set of 1ags,, ..., T, then
after authenticating t6A the readeR receives @ontact listL as follows:
L = {(ID;, Cert;)|ID; is the identifier of T; and
Cert; is the certificate of T;; 1 < i < y}
where, acertificateCert; of the tadl; is
Cert; = {(D;, Q;)|D; is the set of domain parameters of T;;

Q; is the public key of T;} ¢
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Figure 5.1: (a) Identifying and secret information of Tag T; received from CA
(b) The contact list L of Reader R received from CA

In our system, a certificate of a tag has the seon¢ent like ECC based public key
cryptography. In public key cryptography, the dardite of a party is available and easily
accessible to other party that wants to communiwétethe former. But in our system, the
availability and the accessibility of a tag’s clictite are restricted. Here the certificate ofgita

accessible only to the reader that has access tagh

5.2.3 Attack model

One of the goals of an adversary in any RFID syssetm counterfeit a real tag such that
the fake tag can only be distinguished from thé@aa with small probability. Evidently, this
fake tag can let a fake product to be identified &gitimate one just by attaching the fake tag to
the fake product. In ERAP, an adversary is denagell The adversary can control a number of
readers and tags. Each reader and tag controllétetgdversary are denotedRaandT,
respectivelyR is unauthorized to have access to any real taig$as no information of the

contact list of the real readBr Similarly, T is not valid as it does not have secret and itiéng
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information of a valid tag. In addition, we assutiat the adversary, the adversarial reader, and
the adversarial tag have polynomially bounded nessu

We assume that is more powerful than a passive attacker. In #mitib eavesdropping
(like a passive attacker) on the both channelsémtva valid reader and a valid tag, the adversary
can install a rogue readBr(like an active attacker) that can communicaté wie valid tag.
Besides, the adversary can install a fakeltég communicate with an legitimate reader. In both
cases the ultimate goal of the adversary is totesfait a tag with the learned information. In
addition, the adversary can launch physical attadksvever, the hardware based defenses

against physical attacks are beyond the scopdstiiapter.

5.3 Detailsof ERAP

A mutual authentication protocol enables commuiriggbarties (a reader and a tag) to
satisfy them mutually about each other’s iden#tyhallenge-response based protocol offers
both the parties (in our case, the reader andatiletd generate a challenge for the other party to
respond to. Each party proves own legitimacy bylsenthe accurate response to the other party.
In an offline authentication protocol, the autheation is solely performed by a reader and a tag
without any direct involvement of the backend seflike the certification authority). ERAP is a
mutual challenge-response based offline autherditarotocol. The protocol includes the
following set of algorithms and definitions:

1. 45 is arandom number generated by the reRdéris the challenge from the reader

to the tagr.

2. §r is arandom number generated by theTtalg is the challenge from the tag to the

reader.

3. 6y, 67 < n[Hankerson04], where is the order of the poir@t in ECC (see section

5.2.1).
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4. ProveTag: (D,d, 6p) — (rr,st). This algorithm is executed by the tBgThe
arguments are the domain paramétethe associated private kdyand the
challengeaj, received from the read@: The algorithm returns the tag's response as
an ordered paifry, s) thatT transmits taR.

5. VerifyTag: (D, Q, (rr, ST)) — a. The readeR executes this algorithm after receiving
the responsérr, sy) from the tagr'. It takes the domain parametérsthe
corresponding public ke§ and the received respon@e, s;) as input. It verifies
whether the response of the tag is accurate oiThdg.algorithm outputa, where
a € {Accept, Reject}.

6. ProveReader: (D, Q, 87) — (g, sg). This algorithm is executed ®/to determine
the reader’s respongeg, sg) to the received challenge from the tad’, given that
D is the set of domain parameters &hid the corresponding public key.

7. VerifyReader: (D, d, (rg, sg)) = a. This is analogous tderifyTag(.) algorithm
except that it is executed by the tag upon recgithie responséry, si) from the
reader. The output of this algorithmaswherea € {Accept, Reject}.

The complete authentication scheme is presentEgjure 5.2. Since it is a mutual

authentication protocol, we will describe the pomianto two steps: one ighe tag authenticates

itself to the readérand the other isthe reader authenticates itself to the'tag

5.3.1 Stepl:The tag authenticates itself to the reader

At the beginning of the protocol, the rea&egenerates a random numisgrand
transmits it as a challenge to the TadNow it is the time for the tag to prove its idgntThe tag
executeProveTag(.) (see Figure 5.3) and repliesRawith the responsérr, st).

In step 1, the readé& plays the role of the verifier. The reader exesUteifyTag(.) (see

Figure 5.4) to verify the received response fromtdg.R accepts the tafj as valid if:
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A(ID, Cert) € L such that
VerifyTag(D, Q, (rr, sr)) accepts the response.

Reader R TagT

Generateyy x (rr, sr) := ProveTag(D, d, 6g)
—_— GenerateS;
(rTI ST)I 6T
4_

for each(ID, Cert) € L

a:= VerifyTag(D, Q, (rr, ST))

ifa = Accepted then
Tag is valid
(g, Sg) := ProveReader(D, Q, 67)

else
Tag is not valid
(g, sg) := (rand,,rand,)

(Tr» SR)

a:= VerifyReader(D, d, (rg, sR))
if @ = Accepted then

Reader is valid
else

Reader is not valid

Figure 5.2: Overview of the ERAP

Step 1 is based dbigital Signature Algorithm{DSA). In fact it is quite similar t&lliptic
Curve Digital Signature AlgorithifECDSA). A digital signature offeidata integrityalong with
authenticatiorandnon-repudiation But our concern is the authentication featura digital
signature. In this way the prover (in step 1, g tan prove own identity to the verifier (in step
1, the reader). Here ProveTag(.) is the signateneiation algorithm and VerifyTag(.) is the
signature verification algorithm. Though ProveTagad VerifyTag(.) are quite similar to the
signature generation and verification algorithm&BGDSA, there are subtle dissimilarity. Instead
of the message digest [Hankerson04], both the itihgas use the challenge generated by the

reader. The proof that the verification algorithroriss is given in section 5.3.3.



Algorithm 1. ProveTag

Input: Domain Parametets = (q, FR, S, a, b, G,n, h), private keyd
and a challengé,

Output: Responsér, s), an ordered pair based 6p

1. Select a random integkre [1,n — 1].

2. ComputeP = kG and convert the field elemeni to integerkp.

3. Computery = Xp mod n. If v = 0, goto step 1.

N

. Computes; = k™1(8g + dry) mod n. If sy = 0, goto step 1.

ol

. Return(r, st).

Figure 5.3: Algorithm 1 (ProveTag)

Algorithm 2. VerifyTag

Input: Domain Parametefs = (q, FR,S,a, b, G,n, h), public keyQ
and received responsggr, sy) based oidy
Output: Acceptance or rejection of the response.
1. Verify thatry € [1,n — 1] ands; € [1,n — 1].
If any verification failsthen
Return Reject the responke
2. Computew = s7! modn.
3. Computeu; = zw mod n andu, = rrw mod n.
4. ComputeP’ = u, G + u,Q.
If P" = o0, then
Return Reject the responke
5. Convertx, to integerk,, and compute = X, mod n.
6. If v = rp, then ReturnAccept the responge

Else ReturnReject the responke

Figure 5.4: Algorithm 2 (VerifyTag)
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5.3.2 Step2: The reader authenticates itself to the tag

During step 1, in addition to the respoiisg sr), the tagl' sends a new challenge for
the readeR. Now it is the reader’s turn to prove itself te ttag. If the reader finds the validity of
the purported response Bf the reader produces a respoiggsi) to be sent to the tag.
OtherwiseR generates two different random numbers as th@nssp To generate a valid
response the reader execllesveReader(.) (see Figure 5.5) using the certificate of the Tdwe
seed parametér (see section 5.2.1) plays a significant role toegate the response. Its length
makes the response hard to be forged.

Upon receiving the response from the reader, theedafies(ry, sg) by using
VerifyReader(.) (see Figure 5.6) to ascertain that the otheneistithe legitimate reader. With
this step, ERAP terminates. In the step 2, th@'tdges not have to search exhaustively. One

execution olVerifyReader(.) is enough fofl" to figure out the validity of the reader.

5.3.3 Proof of the verification algorithms

Proof that VerifyTag(.) works. If the responsérr, s;) against the challeng®, is
indeed generated by the legitimate tag, then wegetsy = k~1(6z + dry)mod n. From the
equation we obtain,
k = s71(6g + drp) = splég + splrpd
= wéy + wrrd
=uq +uyd (mod n)
Now in VerifyTag(.), a pointP’ = u,G + u,Q is generated. If the reader is authorized to
access to the tdfy then the reader’s contact list contains the v@lahd the valid) to generate
P'. So
P'=uG+uyQ = (uy +u,d)G =kG =P

and therefore = r; as required.



Algorithm 3. ProveReader

Input: Domain Parametes = (q, FR, S, a, b, G, n, h), public keyQ
and a challengé,
Output: Responsgry, sg), an ordered pair based 6n

1. Select arandom integef € [1,n — 1].

2. ComputeP = k'Q and convert the field element to integerxp.

3. Computery = Xp mod n. If r = 0, goto step 1.
4. Computesg = k'~ (87 + Srg)mod n. If sz = 0, goto step 1.
5. Return(rg, sg).

Figure 5.5: Algorithm 3 (ProveReader)

Algorithm 4. VerifyReader

Input: Domain Parameteis = (q, FR, S, a, b, G,n, h), private keyd
and received responge,, si) based o
Output: Acceptance or rejection of the response.
1. Verify thatrg € [1,n — 1] andsi € [1,n — 1].
If any verification failsthen
Return Reject the responke
2. Computew = si! mod n.
3. Computeu; = 7w mod n andu, = ryw mod n.
4. ComputeP’ = (u; + u,S)dG.
If P = o0, then
Return Reject the responke
5. Convertx,s to integerk,’ and compute = X, mod n.
6. If v = 1y, then ReturnAccept the responge

Else ReturnReject the responge

Figure 5.6: Algorithm 4 (VerifyReader)
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Proof that VerifyReader(.) works. If the responséry, sz) against the challeng®- is

certainly produced by the authorized reader, thes k'~ (87 + Srz)mod n. From this
equation we obtain,
k' = sg1(67 + Srg) = sgt6r + splrgS

= wér + wrgS
uq +u,S (mod n)

The tagl generates a poi®' = (u; + u,S)dG according td/erifyReader(.). Since the
tag has its own domain parameters and privateweyan say the poit’ is

P, = (u1 + uzs)dG = kldG = k’Q =P

and as a result = ry, as required.

5.4 Security and privacy analysis of the protocol

In this section, we describe a number of attaciksdh RFID system faces. This is
followed by the counter measures an RFID systeralditake. Then, we explain how ERAP
defends the system against these attacks. A leggineader and a legitimate tag are denoted by
R andT, respectively.

Privacy protection. According to [Juels06], RFID gives rise to two orgprivacy
concerns: covert tracking and inventorying.

A. Tracking. As RFID tags respond to any reader’s challernggs, can provide a ready
vehicle for tracking by responding with a constamly, for example, a fixed serial number. This
privacy problem exacerbates when any personalrrdton is combined with the tag’s serial
number. To prevent clandestine physical trackinggss response must be scrambled. Moreover,
the response must not carry any personal data.

The adversaryi can launch an attack to track the Tagy controlling a rogue readgt
This is an active attack initiated Hyto trackT. However, a passive attacker can even harvest
enough information by eavesdropping so that theckdt is able to track. If repeatedly

challengingl’” with a same value yields a consistent reply, thean distinguish the tag from
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other RFID tags since the consistent reply becarsignature of. ThereforeR starts querying
T with a fixeddy learned from any previous session of our protdgot.a random integér used
in ProveTag(.) makes the responsesfandom taR, even thouglR reuses the san®. Thus,
ProveTag(.) thwarts the physical tracking of a tag.

B. Inventorying. In some protocols, a tag’s response containuersgrial number as
well as the information of the product that the igttached to. People carrying such tags are
subject to secret inventorying. A rogue reader cotaeknow about the consumer’s personal
information. To protect the consumer’s intereststaocol must ensure that the tag’s response
contains no product information. Moreover tags $thoeply in disguise so that only authorized
readers can identify them.

ERAP prevents secret inventorying attack since ER&Es not exploit any intrinsic
information, like the tag’$D. Rather the protocol uses domain parameters,tpravad public
keys, and the challenges and responses betwetagthed the reader. Thus, ERAP protects user
privacy.

Cloning. Now we consider the cloning attack launch by etiva attacker. To perform
this attack A first queries the ta@j and obtains a response from the tag. By writilig rssponse
in a fake tad’, the adversary attempts to counterfeit the replddecomes successful in her
attempts if she can deceive a legitimate re&jée. R fails to distinguisi{’ fromT.

According to our protocol, whenevédrchallenges the tad, she gets a different
response each time due to the random integeProveTag(.). Now supposd writes this
response iff. ButT frustrates the adversary as it fails to fool tabd/R because the adversary
cannot predict the challengg thatR will use to query the tafj. Therefored cannot obtain the
valid response from the valid tag at the time afrterfeitingT. Hence we can say that ERAP is

secured against the cloning attack.
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Eavesdropping. So far we consider the active attacks thaan launch in our RFID
system. Having the capability of a passive attgdkeradversary can eavesdrop on both the
channels between the reader and the tag. Therdftearns the challenges and the responses
betweerR andT, and later uses these learned data to launchfahg above mentioned attacks.

According to our protocold cannot track’ becausé replies with a different response
each time it is queried, even if the safpds reused. EveA fails to get any inventory
information as ERAP does not reveal any persondloarproduct related information. Moreover,
ERAP preventdl from launching a cloning attack by eavesdroppBuppose the adversary tries
to impersonate the tagwith a fake tag” and she wants to fool an honest reaiaiith whichT
has communicated recently. To decefvd has to generate a valid response. But since @aeh t
R generates a new challengfe (not used before), $bfails to generate a valid respor(®g, s.).
Therefore eavesdropping cannot help the advereaaitdck the system.

Physical attack. Physical attack meadscompromises either the readeor the tag.

We consider each case. Our assumptions includeticad compromise® or T, she learns
everything about the reader or the tag. Howevere tve do not address hardware based physical
attack in this chapter.

A. 4 compromises R. WhenA compromises the reader, she gains access to nkecto
list L of the reader. Therefore, the adversarial reAdsan successfully impersonateand
communicate with the tags that the reakiéras access to. Suppdskas the identifying
information of the tad’ andA wants to counterfeff denoted ag. The adversary succeeds in her
attempt ifT is able to fool another legitimate readgrthat is also authorized to accdsBut
under our scheme, counterfeiting a tag and thedebgiving a valid reader are possibld if
succeeds to recover the private kiegf the tag by knowing the tag’s public k@y This problem

of recovering the private key with the knowledgeta public key is known dslliptic Curve
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Discrete Logarithm ProblefECDLP) [ANSIX9.62]. Our adversary cannot be resdlthe
problem because of the polynomially bounded ressurthereford fails to counterfeif.

B. 4 compromises T. Wheneved compromise§’, she learns about the domain
parameter® and the private keg of the tag. As a result, the adversarialTagan effectively
impersonate the tal. Now with this informatiomd wants to clone another valid t&gand with
this cloned tagi wants to cheat an honest reaBdhat is authorized to acceBs Under our
protocol, knowing thé andd of the tagl’ does not held to cloneT,. Since the taf], receives
uniquely different domain parametésand private keyl from CA, A cannot recover the
information of this tad,, by compromising onl{f'. As a result4 fails to create a fake tag to fool

the readeR.

55 Summary

In this chapter, we have presented an RFID auttegidn protocol which is entirely
based on Elliptic curve cryptography (ECC). It isedter choice than RSA because ECC can
provide security similar to RSA, but with short&yldengths. Our proposed ECC based
authentication scheme can be used to solve praducterfeiting problem which has
experienced a steep increase in recent yearspidtiscol is a mutual authentication protocol
since it provides reader-to-tag and tag-to-read#estication. According to security and privacy
analysis of this protocol, we can conclude thahgures security and protects privacy of the

RFID system against common major attacks.
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Chapter 6: An Efficient Anonymous Private Authentication
Pr otocol

6.1 Introduction

RFID systems have been studied actively and frelyuenpervasive computing
environments for last few years. The inherent céipabf precise and reliable identification
attracts RFID systems in the area of tracking appbins. This potentiality, however, can put
individual privacy at a risk. A threat to consurpeivacy is one of the major obstacles in the
widespread deployment of RFID systems. A field wfaRFID embedded loyalty cards in Europe
was cancelled due to consumer protest over prigangerns [Caspian04]. Strong authentication
can be a solution to the privacy problem. One pggver) has to prove its own identity to
another partyyerifier) in such way that an adversary can neither identit track the party
(prover). In this chapter we will consider only omay authentication where the tag has to
authenticate itself to the backend server via ¢gaeler. Here the tag is the prover and the reader is
the verifier. To address the privacy problem, tigghias to obfuscate its identity from
eavesdroppers in such a way that only the valideeaan understand and identify the tag.
Encrypting the tag’s message can protect its pyivlowever, this technique cannot provide any
hint to the reader about the key that the tagiisgu® encrypt its message. Therefore the reader
has to search among a set of candidate keys uintitls the right key that correctly decrypts the
tag’'s message. As a result, the reader becomdgiaef in terms of identifying a single tag since
it has to search a number of keys. This probleexécerbated when the number of tags in the
system increases.

Several private authentication schemes proposghligis07, Ohkubo03, and Weis03]
provide strong privacy at the cost of the searchplexity on the reader’s side. Under these
protocols, the workload of the reader increasesality with the number of tags in the system. In

other words, the search complexity0igNV), whereN is the total number of tags in the system.
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These approaches become infeasible in some apgtisasuch as tracking each product at every
stage of supply chain management or automatecdegigiplflight information on smart tickets,
where there is a huge of number of tags in theeaysMolnar and Wagner [Molnar04] first
proposed a tree based hash protocol for RFID sgstemreduce the search complexity of the
reader fronO(N) to O(log, N), wherea is the branching factor at each level of the tid® tag
has to always perfortiog, N encryptions for every authentication. However,dathenticating a
single tag, the worst case complexity of the re&ls¥duced ter log, N. But this approach
achieves better scalability at the cost of someagyi loss of the tags [Nohl06]. Despite the
privacy loss, this protocol has been held in geeatideration by the RFID community because
this is the first private authentication protodwht reduces the complexity of the reader. In fact,
this is the only protocol so far that can be pradly deployed in large scale applications.
Therefore, improving the tradeoff between scalgbdind privacy of RFID systems has a great
significance in reality. In [Buttyan06], the auth@roposed a modified version of the tree based
scheme where the branching factors are differethteadlifferent levels of the tree. This approach
improves privacy protection. The authors also psepan algorithm to determine the optimal key
tree for a given number of tags. Later Avoine efAoine07] proposed a group based private
authentication scheme that improves the traded¥idren scalability and privacy by dividing the
tags into a number of groups. The reader’s comgléxicut down tgy, wherey is the number of
groups in the system. In other words, the readetdaearch throughkeys to find out the

correct key. A benefit of this approach is thattédmp has to perform only two encryptions for
every authentication. In addition, this approaabvates significant improvement in privacy
protection. A serious limitation of this protocslthat whenever any tag is compromised (the
group key and the tag’s key become known to theisawvy), all other tags of the same group
lose their complete privacy. The level of privacgyded by the scheme decreases as more and

more tags are compromised.
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In this chapter, we propose a group based anonyprivege authentication protocol
(AnonPri) that provides higher level of privacy thiie above mention group based scheme and
achieves better efficiency than the approachespttaatpt the reader to perform an exhaustive

search.

6.2 Privacy in RFID Systems

So far several protocols have been proposed thrabigth a tag obfuscates its identity
while authenticating itself to an authorized readerthat the tag can protect its privacy (and
thereby consumer’s privacy) from a rogue reademrbwide strong privacy, these protocols
increase the complexity of the reader (some prdéancrease the complexity of the tag, too).

Thus a tradeoff arises between privacy and scilabfl RFID systems.

6.2.1 Privacy vs. Scalability

Ensuring strong privacy imposes a higher complexityhe reader. Conversely,
improving efficiency may hamper some privacy. Iis tthapter we focus on this major problem
of between privacy and scalability of RFID systems.

Public key cryptography would be a better canditiatlve the problem between
privacy and scalability. In this approach, thewamld encrypt its message using the public key
of the reader so that only the real reader wouldhbe to decrypt the message and identify the
tag. But public key encryption is too expensivelfay cost tags. In this chapter we consider the
low cost tags which are capable of doing symméicencryption, in which keys are shared
between the tag and the legitimate readers.

First, we outline how the tree based hash protpawmlides scalability but sacrifice some
privacy. Then, we describe how the group basedpobprovides improved scalability as well as

a higher level of privacy. Finally, we point ougtprivacy problem of this group based protocol.
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Tree based hash protocol. The tree based hash protocol proposed by Molmér a
Wagner [Molnar04] reduces the reader’'s complexiyfO (N) to O(log, N). Tags are
organized in a secret key tree where each tagigras] to a leaf of the tree. Secret keys are
associated with each branch of the tree. Eachetath(leaf) receives all the secret keys along the
path from the root to itself. If the tree hatevels, each tag storéskeys. The authors [Molnar04]
proposed the key tree as a balanced tree. So lifr#mehing factor ig, thelog, N will be equal
to L. Each tag has only one key that is not shared avithother tag of the system. Figure 6.1

shows a balanced key tree wiNh= 8 anda = 2.

Figure 6.1: A secret key tree for the tree based ha  sh protocolwith N =8 and a =2

According to this protocol, the reader queriesgawéh a noncer,.. Upon the reception

of the nonce from the reader, the tag generatab@nooncer, and replies to the reader with
nt:h(kl1 Iy nt):h(kll,lz Iy nt): ---Jh(kll,lz,...,lL Il ny |l nt)»

where eacly; € {1, ...,a}, 1 <i < L, h(.) is a hash function arldrepresents concatenation. The
nonce produced by the tag provides unlinkabilitingen two consecutive responses from the
same tag. One the other side, the nonce from Huergrevents replay attacks. After receiving
the response, the reader first finds a match wighfitst hash value of the response by hashing
with all the keys of level 1. Whenever the readatams a match, the reader starts to search for

the second hash value of the response by hashthgivthe keys at the next level of the sub-tree
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rooted at the node where the reader has found élbehmThe reader repeats this step until it
reaches a leaf. Thus, the reader's complexitydaged to0 (log, N). In the worst case, the
reader has to search with all hdeys at each level of the tree and thereforegdineplexity
becomesrlog, N.

The major drawback of this approach is the logariehicy if any tag is compromised by
the adversary. Since the tags share keys with sétie tags in the system, whenever a single
tag becomes compromised all the tags that shdeasitone key with the compromised tag have
to sacrifice their privacy. Suppose the Tagn Figure 6.1 becomes compromised. All the tags of
the system are partitioned into three disjoint.sBi® adversary can now uniquely distinguish the
tagT, and identify the tags, andT, as a unique partition. All the remaining tags (g, T, Tg)
form a single partition because the fggshares no key with them. Therefore each tag ef thi
partition (T's, Tg, T;, Tg) is anonymous among these four tags. The priveayigied by this
scheme diminishes as more and more tags are congaivy the adversary.

Group based protocol. Avoine et al. [Avoine07] proposed a group basathentication
protocol to address the privacy problem of the beged hash protocol. According to this
protocol, tags are divided infodisjoint groups of equal size. Each group is assed with a
unique key that we refer to agieoup key Every tag shares this group key with other membér
the given group. Additionally, each tag is assigaathique key that is known only to the tag and
the reader. Figure 6.2 shows the group organizatiohe tags whery = 8 andy = 4. Thek;'s
are the group keys, whete< i < y. The identifier of thg" tag is represented BY; (not shown

in Figure 6.2) and the unique secret key of theestag is denoted asrj, wherel <j < 8.

According to this protocol, the reader queriestdgewith a nonca,. The tag, then,
replies the following encrypted message (we asshatecach tag has the knowledge of the

encryption algorithm) with the noneg produced by the tag.

Ey,(ny llme 1ID;) I Eij (n, Il ny).
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Now the reader tries all the group keys to dectiyetfirst portion of the message. If the reader
finds the right key that correctly decrypts the sagg, then the reader can leBPpand decrypt
the following portion of the response with the s¢&ey of the tad;. Thus, the reader verifies

the tag’s legitimacy. This protocol reduces the plaxity of both the reader and the tag. The tag
always has to perform two encryptions. In the woeste, the reader has to perforar 1

encryptions. In addition, each tag needs to stohgtao keys for the authentication.

- I N
k}/’/ - k2 k3 - L k4
@ Ts T, Ts Te @
le sz kT3 kT4 kT5 kT6 kT7 kT8

Figure 6.2: The group organization of the tags for the group based authentication protocol, with
N=8andy=4

The group organization of this protocol improves livel of privacy. If any tag is
compromised by the adversary, then this compromisgaffects only the other members of its
group. After compromising the tag, the adversaayrie the group key and the tag’s secret key.
Now the adversary can uniquely identify every singlg from the same group since the
adversary can discover each tag’s identifier byygeing the first portion of the response from
each tag with the learned group key. All the renmgjrtags that belong to different groups form a
single partition so that the adversary cannotmistish the tags that belong to this partition. For
instance, if the tad’; is compromised, the adversary can uniquely idgwtify the tadl, (see
Figure 6.2). The adversary cannot uniquely dististythe other tags,, T, Ts, Ts, T7, Ts. Each of

these tags remains anonymous among these sixItaigss definitely a significant improvement
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in privacy protection of RFID systems in comparisdgth the other protocols, including the tree
based hash protocol.

Like other protocols, this protocol also has soiméitétions. There is a tradeoff between
the number of groups and the group size. To retheeeomplexity of the reader, the number of
groups has to be minimized. In this case, withdagyoup size, more tags will face the loss of
privacy if any tag becomes compromised. On therdthad, to keep the loss of privacy to a
minimum, the group size needs to be reduced, wédwentually increases the reader’s
complexity. The loss of privacy increases for aayswith large number of tags because to keep
the reader’s complexity moderate, tags have taweed! into groups of large size.

To address this problem, we propose an efficieahgmous private authentication
(AnonPri) scheme that improves the privacy protechy keeping the reader’'s complexity
moderate. In our approach, each tag is assignedmecof identifiers. A single tag shares some
of its identifiers with some members of its groliphus this protocol prevents tracking by

increasing the uncertainty of the adversary.

6.2.2 Privacy characterization

In literature several different notions of privatgve been proposed so far. Some authors
mentioninformation privacyas the privacy of RFID systems. This privacy noi®the act of
preventing a tag from disclosing its product infatian [Weis03, Ohkubo03]. But protecting
information privacy keeps tags traceable. Thereitdeea weak notion of RFID privacy. Some
defineunlinkability as the strong notion of RFID privacy [Nohl@hatmon06]. Unlinkability
means the inability to distinguish between the oasps from the same tag and the responses
from different tags of the system. Providing unéibkity ensures strong privacy when the
adversary cannot distinguish between two tags avjthobability better than random guessing
[Juels07]. In our protocol, we protect privacy lo¢ tags by providing unlinkability between two

tags of the system.
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The level of privacy obtained by any protocol camieasured using tla@onymity set
Anonymityhas been proposed in the context of mix-nets ia@2]. Mix-nets are used to make
the sender (and the recipient) of a message anarg/fitie anonymity set is defined as the set of
all potential senders (recipients) of the messaAgenymity is defined as being not identifiable
among a group of entities, i.e., the members oatienymity set. A higher degree of anonymity
is achieved with an anonymity set of larger sizrfétt anonymity is achieved if the anonymity

set contains all the members capable of sendigifi@g) messages in the system.

6.3 System modé

Our protocol is based on the group based schenseefidne, tags are divided into groups

of equal size. Suppos¥,is the total number of tags in the system amithe number of groups.
So, the group size s = g In this section, we define the components andrpaters of our

system.

Issuer. The issuer initializes each tag during the depleyt by writing the tag’s
information into its memory. The issuer also auittes the reader access to the tags. Even each
group receives its unigue group key and a podiehiifiers from the issuer.

Group. Each group hasranumber of tags. The issuer assigns a unique de@yf, to
theith groupG; of the system. This key is shared between the raesr{bags) of this group. Each
group also receives the following pool of identifidrom the issuer

& ={ID;1,1D;3, ..., ID; y },
where,1 < i < 7 andM is a system parameter. The pools of any two grdopsot share any
identifier, i.e..§; N ¢; = @,Vi # j. Each tag of the groug; is assigned a couple of identifiers
from &; by the issuer.

Tag. All the tags of the system are divided imtgroups. Each tag receives the shared

group key of the group that the tag belongs tmigue secret key that is known only to the
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reader and the tag itself, and a set of identifiens the pool of identifiers of the group. Suppose

the tagl; belongs to the grou;. This tag possesses the group kgy the unique secret key
ij, and a set of identifie®;;. Each key is ob bits, whered is the security parameter of
symmetric key encryption. We define tg as follows
Qi ={IDy;,,1D;},, ....ID;j },

where

* eachiD; ; is chosen randomly following uniform distributimom the pook; and

jx €{1,2,...,M},wherel <x <m

*ID;j #ID;;, forallx =y

* m is also a system parameter a&hd> m.

The identifiers are assigned to the tags in sushyathat at least one identifier of a tag is
shared with at least two other members of the sgnmép. Therefore, we can say for the Tag

3p,q[ID;j, € 2ip N 0],
wherep,q are any two members 6f andp # q.

Reader. The reader is connected to the backend servéridrchapter, we assume the
communication channel between the reader and ttieebd server is secured. From now on, we
denote the backend server as the reader. In otensythe tag is the prover and the reader is the
verifier. The reader receives all the secret infation by the issuer during the deployment. The
issuer issues the reader a set of secret informédraeach group in the system
Y = {(kg, 0,)|1 < i < 1}, whereky, is the secret group key anglis the mapping of the
identifiers of the poo{; with the secret keys of tags. Formally,

0; = {{ID;», my)|1 < x < Mand ID;, € &},
wherer, is the set of secret keys of tags associatedth&hD; ,.. m, can be defined as an empty

set if no tag is associated with thg , or it can be a set of size at least one. Formally,
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T, = {{kwl,sz, }, where w, E {T,, T,, ...,TN}.
o, otherwise
System parameters. Since each tag receivesidentifiers randomly chosen from the
pool of M identifiers, according to thi® distribution strategy, we can say that each tagdba
least one identifier common with at least two grougmbers. The probability that each tag shares

at least one identifier with at least two group rbenrs is

whereM > nm.

) (M;,f’")) _ ((M=m)*
Pshare =1 _( nM1) X (HMJ =1- M)2(M-3m)!’

For example, we consider an RFID system of 1008 diigded in 10 groups. 100 tags
are in each group. For simplicity, we assuvhe 100 andn = 10. Then the probability that each

tag shares at least one identifier with at leastgwoup members B, ;. = 96.87%.

6.4 Our protocol: AnonPri

In this section, we describe our protocol. The eeatlarts to query the tag with a nonce
n,. Upon the reception of the query, the tag gensratether nonce,. Suppose the reader
interrogates the taly. In the second step, the tag picks an identié@y/D; ; , fromQ;;. Then
the tag computeg as shown in Figure 6.3. Hei§,(.) denotes symmetric key encryption with
key k. The tag replies with the. Now the reader searches all the group keys itifitids the
correct one that properly decrypts the first pajtdf the response. If the reader retrieves the
identifierID; ; that the tag used in its response, then the reéadgito decrypt the second part
(v) of B with the potential set of secret keys ) associated withD; ; . After finding the right
secret key, the reader can uniquely identify tigelfaSharing some identifiers of a tag with other
members of the group provide unlinkability eveanfy tag is compromised by the adversary. We

will discuss this in section 6.7.
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Reader R TagT;

Generate nonce,.

n, 1. Generate nonog
—r >

2. Pick aID; ; fromg;
3u < Exg (ny Img I11D;,),
DV « Eij (Tlr " nt)' and

B« (w,v)

1. R tries all the group keys
until it decryptsu to retrieve
the[Di,jx

2. R lookups the key set,
associated with thBD; ;

3. R tries all the key% € m,,
until it decryptsv.

4. If such a key exist®
acceptd;,otherwise rejectg;

Figure 6.3: The efficient anonymous private authent ication protocol

6.5 Attack modd

One of the major goals of an adversary in any R§iftem is to infringe the tags’
privacy by means of tracking. In this chapter, dweaisary is denoted dis We assumd as an
active adversary who has full control over all toenmunications between the tag and the reader.
She can not only eavesdrop, but also interceptjfynadd even initiate authentication session.
The adversary can, for example, impersonate antdg@mmunicate with the valid reader. Even
the adversary can query a valid tag and learreiiys tesponse. Our assumptions also include
that the adversary can control a number of resaleidags. Each reader and tag controlled by the
adversary are denoted RsindT, respectivelyR is unauthorized to have access to any real tags
sinceR has no secret information like the real rea‘deSimiIarIy,T is not valid as it does not
have the secret and identifying information of id/tag. However, the adversarial readfecan

communicate with a valid tag. Even the fakeagan communicate with a legitimate reader. In
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both cases, the ultimate goal of the adversany isatk any tag of the RFID system. We assume
that the adversary, the adversarial reader, anddhersarial tag have polynomially bounded
resources. In addition, the adversary can laungkipal attacks. However, the hardware based
defenses against physical attacks are beyond tipe ®f this chapter. Our assumptions for this

chapter also include that the reader cannot be mmped.

6.6 Privacy model

At the end of the protocol description, we mentioat this protocol provide unlinkability
and thereby preserves privacy. The adversary cdimkdhe responses with the tags, even if she
can decrypt the first portion of the response a&adn the identifier that the tags are using to
produce the response. Like Juels and Weis [Juela@/lise an experiment based definitions to
formalize RFID privacy. We conclude that the adaeyannot break unlinkability or invade
privacy with probability better than random guegsifihe following oracle-like construction
exists:

Opick IS an oracle that randomly chooses some tagsdibtne N tags of the system.

Oencrypt takes atad@ as an input. Given the nonag, the group ke, the secret key
k¢ and the set of identifiel®, the oracle randomly selects @n € (), generates another nonce
and finally produces the respornse= (u, v). It outputs the cipher teg.

Oquery IS @n oracle that, provided with a thgqueries the tag and outputs the received
response.

Orip is an oracle that, provided with two taigsT;, randomly choosels € {0,1} and

queries the ta@j, usingOg,.ry- Then it outputs the respongg

6.6.1 Information privacy againsd

Given a tad’, the set of identifierQ stored orT’, and an identifiefD, an adversary can

break the information privacy of our protocol ifestan guess whether the #ags using thdD.
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Moreover,d is the security parameter ang N is the maximum number of time the adversary
can query the tag. In addition, since the oracles of our privacy elaate random, the inputs are

computationally intractable from the outputs of tiacles.

Experiment Expf{“’ [6,t]

1. Setup: The issuer initializes th¥ tags of the system with their corresponding unique
secret keys, the group keys, and the sets of fg@stafter dividing the tags into
groups. It shares all the secret information witlydhe reader.

2. Learning: Oy provides the adversary with a challengedTtabat the adversary
gueriest times and appends each respghse the listL (initially L is an empty list).

3. Guess: Now the adversary transmits the @agp the oracl@®,,: With a nonce
and receives a respongdrom the oracle. The adversary selects an idenfif).

Given the list oft responses ih, A outputs 1 if she guesses tjfaits produced using
ID, and 0 otherwisél is successful if her guess is right.

Definition 1. AnonPri is said to preserve information privacylwsecurity paramete

andpoly(0) representing any polynomial function@fif

N ; 1
VA, Pr[Expgrw [6,t] succeeds] < > +

6.6.2 Unlinkability against4

The adversary should not be able to distinguistvéen the two responses from the same
tag.
Experiment Exp4™"¥ [, t]
1. Setup: The issuer initializes th¥ tags of the system with their corresponding unique
secret keys, the group keys, and the sets of faastafter dividing the tags into

groups. It shares all the secret information wittydhe reader.
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2. Learning: Op;c provides the adversary with two challenged ®&g%; from the
same group. The adversary queries each tages and appends each respgfisg,
to the listL (initially L is an empty list).

3. Guess: The adversary transmify, T; to the oracl&y;,. A receives the respongg
from Op;,. Given the list of responsésand the respongg,, the adversary guesses
the value of b4 succeeds if her guess is right.

Definition 2. AnonPri is said to provide unlinkability with sedyrparameterd and

poly(6) representing any polynomial functionéfif

1
poly(8)

. , 1
v4, Pr[EXP%mmk [0, t] succeeds] < 5 +

6.7 Security and privacy analysis

In this section, we formally prove that our protbpmeserves data privacy and provides
unlinkability. In addition, we analyze the presdiwa of privacy in some attack scenarios where

some of the tags of the system are compromisetidogdversaryl.

6.7.1 Information privacy

Theorem 1. AnonPri preserves information privacy with respiecthe adversaryl.

Proof. Let us assum@,;. provides the adversadywith a tagT. A transmits this tag to
the oracl&),cryp: With a noncer;. ThenOpcrype providesA with the responsg.

Now, 4 selects dD. To break data privacyl should tell if8is produced using thi.
This implies tha#d has to identify the input of the encryption bytjlesarning the cipher texd
can succeed in two cases. First, if she can rettiee inputs from the output of the random
oracle. But this contradicts with our assumpticet the inputs of a random oracle are
computationally intractable from the output of tracle. Second, il knows the secret keys of

the tagl'. Without tampering the taB, if A can determine the keys by learning the ciphestext
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this again breaks the semantic security of the sgtmiankey cryptography. Therefofecan break
data privacy with probability no better than randgaessing. Thus it proves data privacy

property of Definition 1. |

6.7.2 Unlinkability

Theorem 2. AnonPri provides unlinkability with respect to theéversaryA.

Proof. Let us assum@,,;. provides the adversadywith two tagsT,, T; from the same
group. These two tags go into the learning phéseansmitsT,, T; to Or1;p Which outputs the
responsg,.

Now, to break unlinkability, the adversacﬁynas to tell the value @& We assume that
the adversary’s guess is right. In other words atiheersary can determine whether the response
Bp is produced by, or T;, given the learned responses from both the tdgsrdsponses of a tag
cannot be a signature of the tag because accamlimgy protocol, a nonce on the tag side makes
each response different from all the previous reses originated from the same tag. Therefore,
we can say that the guess is right because thesady&nows the keys (the group key and the
secret key) stored on these two tags. Without &aing the tag$,, T;, the adversary has to
determine the keys stored on these tags by justrabg the cipher texts. But this contradicts
with the semantic security of symmetric key crypaqany. Therefore the adversary can break
unlinkability with no better approach than randounegsing. Thus it proves the unlinkability

property of Definition 2. [

6.7.3 Physical attack

Under this attack, we consider that the adverdacgn compromise any tag with a
probability of%. Whenever a tagj becomes compromised, the adversary learns adteriv
information stored on the tdg. Therefore, the adversary can now decrypf each responge

originated from the other members of the gréupThus,A can learn the identifier that a tag is
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using to produce its response by decryptinguth@/e discuss the aftereffect of this attack with an
example and demonstrate how AnonPri provides uability even if the adversary realizes the

identifiers used in the responses.

T
~ 2
~\ T ,
\ 1
\ 7
\\ //
\\\ T4 /,,/
Anonymity set 3
<
T3

Figure 6.4: Aftereffect of a physical attack on Ano  nPri, where T3 is compromised by the adversary

We consider a groug; of four tagsly, T,, T3, andT,. Suppose the adversary
compromised the tal; as shown in Figure 6.4. Now the adversary ledregtoup key,, the
tag secret keyr, and a set of identifiel®; = {1,2,3,4}. From now on, the adversary can decrypt
u part of all the responses originated frémT,, andT, with the group key,. But, the
adversary still cannot decryptpart of these responses since she does not ptsses=cret keys
of these tags. With this learned informatidg,(and(;), the adversary tries to track the other
tags of this group. Since the adversary can deerygbteach responses, she can learn the
identifier underlying the cipher text In other words, she can discover which identifias been
used to produce a response. The arrow in the F@jdreepresents that the responses of the
authentication sessions (aff@ris compromised) are transmitted from the taysIg, T,) to the
reader. The identifiers used in these respongestawn on above the arrow. Each identifier is

shown in plaintext since the adversary can retrteeadentifier by decrypting of g usingkg,.
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According to our protocol, even if the adversargnes to know about the identifier used
in a response, she cannot conclude which of thengiat tags is the sender of this response. In
our example, the adversary discovers the idenffisrused two times, but she cannot be certain
which of these tagd(, T,, T,) is the originator(s) of these responses. Thdugthares the
identifier 2 with onlyT; andT,, however, the adversary has no knowledge abouyidttees with
whomTs; is sharing which of its identifiers. Even the acbagy does not know how many of the
identifiers ofQ; are being shared. So, under this scenario, theyanity set of the potential
senders of a given response seems to be 3 tovhesady. Therefore, when the adversary
compromises one tag from the groumaincorrupted tags, AnonPri forms an anonymity $et o
size 1 and another anonymity set of size-(1) from the group instead af anonymity sets of
size 1 like the group based authentication [AvofjeThis is the noticeable partition that
improves the level of privacy provided by AnonBecause, the remainir{@ — n) tags of the
system forms the other anonymity set which is sant®r both the protocols. Thus AnonPri
prevents the adversary to gain any benefit fokirecby compromising a tag.

We now consider the case of compromising multiptgstof the same group. In the above
scenario, even il compromises eithdt, or T, after compromising’, the adversary cannot be
certain whethef, has identifier 2 i), or not. Therefore, the size of anonymity setiis&ti.e.,

n — ¢, wherec is the number of compromised tags of the groud.ddbmpromise§’, instead of
T; orT,, the size of anonymity set is still 2 (i.e.;- ¢). Therefore, we conclude that the
anonymity set, formed from a group that is undefsptal attack, is of sizex(— c), wheren is
the group size andis the number of compromised tags of the givemgro

AnonPri provides protocol-level privacy only. Iratevorld, there are many possible side
channels. If tags emit distinct “radio-fingerprinthen no protocol-level privacy countermeasures

can prevent privacy infringement [Avoine05].
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6.8 Measurement of privacy

In this section, we measure the level of privadyieéeed by AnonPri as a function of the
total number of compromised tags. We consider ti@py metrics for the measurement of
privacy. First, our privacy measurement techniguieaised on anonymity set like the privacy
metric used by Avoine et al. [Avoine07]. Second,identify the amount of information
disclosed by a scheme as another metric presemf{dibhl06]. This metric is based on

Shannon’s information theorem [Shannon48].

6.8.1 Measurement of privacy based on anonymity set

The level of privacy of an RFID system, achievedalgscheme, at a given time, is a
function of the total number of compromised tagthat time. When some tags are compromised,
the set of all tags are partitioned such that theeesary cannot distinguish the tags belong to the
same partition, but she can distinguish the taggshkblong to different partitions. Therefore, these
partitions become the anonymity sets of their membehe level of privacy based on anonymity

set, g, can be measured as the average anonymity sgAsiaime07].

1 P|Pi|_1 pI2
@—N . | i|7—m ' | P;|
L 14

[P

where|P;| denotes the size of partitidh anleI

is the probability that a randomly chosen tag

belongs to partitior®;.

According to AnonPri, a similar kind of partitiorsformed when tags become
compromised. It; is the number of compromised tags within gréypthen the set of the tags
within this group is partitioned intg anonymity sets of size 1 and another anonymitypfksize
(n —¢;). If C = {c;|c; is the total compromised tags within G;} is the set of compromised

groups,|C| is the total number of compromised groups, @rd Y. .qcp ¢,ec ¢; IS the total number

of compromised tags, the level of privagyachieved by AnonPri can be expressed as
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1
p=1z| (E-lED)’+ > (Gt m—c)?)

each c;eC
where

* N =total number of tags in the system

* n = total number of tags within a group

* 1 =total number of groups in the system.

6.8.2 Measurement of privacy based on information leakage

We measure the information leakage in bits base8hamnon’s information theorem
[Shannon48]. If we have a group of tags of siznd the adversary divides this group into two

disjoint subgroups of siz&/2, then 1 bit of information is disclosed outlog, S bits. Extending

this concept from two subgroups of equal size  $wbgroups of different sizes, wh%rmgs

. .. 1 .
are in one subgroup and the remaining (ags ;)S are in another subgroup, we can measure

the average amount of information disclosed in dmt$ollows

I = Zloga(a) + “log, (—)

In general, if the adversary splitstags of the system intodisjoint partitions, then

where|P;| denotes the size of partitidh.

According to our protocol, i€ = {c;|c; is the total compromised tags withip} is the set
of compromised group$C| is the total number of compromised groups, @rd ¥.cqch c;ec Ci 1S
the total number of compromised tags, the amoumtfofmation leakage in bitscan be
expressed as

/= <n(‘[ ; Icl)logz <—n(‘l’ f |C|))> + z <ci (%log2 N) + (n ;Ci) log, ((n TCL)>>

each c;eC




77

where
* N =total number of tags in the system
» n =total number of tags within a group

» 1 =total number of groups in the system.

6.8.3 Experimental results

We have compared both the protocols, AnonPri aedjtbup based authentication, using
a Matlab simulation. The experiment results estalthat the level of privacy provided by
AnonPri is higher than that of the group basedenttbation. Our comparison is based on the
two metrics presented above, the level of priviiaséd on anonymity set) and information
leakage. We have come up with a conclusion sarfleadd06] that the information leakage
describes the privacy threats better than the anitpget.

In our simulation, we have considered two systeiitis & = 26,7 = 64 andN =
220,17 = 64. Tags are selected to be compromised with a unifandom distribution. The
number of compromised tags ranges from 0 to 160h&ve run the simulation for 100 times and
computed the average achieved by AnonPri and the group based authéiaticas a function of
the total number of compromised taggésee Figure 6.5 (a)-(b)). The small increase énldvel of
privacy achieved by AnonPri is visible when theateatumber of compromised tags becomes
more than 30.

During the simulation, we have also computed trexaye amount of information
leakagd, for both the protocols, as a function of theltatamber of compromised tags(see
Figure 6.5 (c)-(d)). The plots depict that a simifit amount of improvement in privacy
protection is achieved by AnonPri. With the inceeasthe total number of compromised té&gs
the average amount of information disclosed bygtioeip based authentication is quite higher

than the information disclosed by AnonPri. In Figgér5(c) v = 21¢), whenC becomes 160, the
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Figure 6.5: Experimental results of AnonPri against the group based authentication

group based authentication discloses about 1®bttef 16 bits of information, while AnonPri
discloses about 6 bits of information. The groupdabauthentication discloses 56.25% more
information than AnonPri in a similar setup. Figé&(d) (v = 22°) shows that the group based
authentication reveals almost 19 bits out of 26 bitinformation and AnonPri reveals around 6
bits of information. This time the group based autitation discloses 65% more information
than AnonPri. Based on the simulation results, areaonclude that the information disclosed by
the group based authentication increases withitleeo$ the system; however, AnonPri shows

consistency in the information leakage in bothdhases.
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Information leakage is a better metric to demonstitae privacy threats in RFID systems
than anonymity set. Though the improvemenpiprovided by AnonPri against the group based
authentication is not significant, however, we say that AnonPri provides better privacy
protection than the group based authenticatioredas the results of the amount of information

disclosed by these two protocols.

6.9 Discussion

In this section, we discuss the limitations of ARan

Sear ch complexity. According to AnonPri, the reader’'s complexitylghtly increased
than the group based scheme [Avoin07]. After rengithe responsg = (u, v) from a tadl;,
the reader searches for the correct group keydypeu. In the worst case, the reader has to
perform this operation times. If such a group key exists, the readermretieve the identifier
ID;; fromu. Now, the reader has to search for the tag's skeyeto identifyT; by decryptingy
properly. The reader searches a key space ofrsizeTherefore, in the worst case, the reader’s
total complexity isc + |, |. In the best case, the sizemyfis 3 and in the worst case, it canhe
size of the group. But in the group based scheneergader’'s complexity in worst case is 1.
Nevertheless, AnonPri is much better than the atbeemes where the worst case reader’s
complexity isN, the number of total tags in the system. To previdprovement in privacy
protection, we have to sacrifice this small incessthe complexity of the reader. Since readers
are more powerful than tags, they can handle tlgsiase in search complexity.

Memory complexity. According to AnonPri, tags need to stetenumber of identifiers
along with the group key and the unique secret Kapugh tags have limited resources,
however, the increase in memory requirement isgiabée than the increase in computation and
communication complexity. A smart RFID tags havemogy capacity of 32kBytes or more
[Laurie07]. Even RFID tags with extended memoryagagy are available at the market

[Fujitsu08]. All these tags can store the inforroatrequired for AnonPri.
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6.10 Summary

RFID systems will be welcomed for many applicatidrtke system can guarantee
consumer privacy as well as improve scalability.abidress the tradeoff between privacy and
scalability, we have proposed an efficient anonysnmuvate authentication protocol (AnonPri)
in this chapter. We have presented a brief compattgtween the tree based hash protocol and
the group based authentication for RFID systemsnie have presented a privacy definition
that an RFID system should consider. A detail sgcand privacy analysis of AnonPri
establishes that AnonPri preserves informationgagnas well as unlinkability. In addition,
AnonPri provides higher level of privacy than thheup based scheme when some of the tags are
compromised by the adversary. However, accordirfganPri, the reader faces a slight increase
in the search complexity, which is much better tharforming linear search in the database to
identify a single tag. Finally, we can say that ARd is suitable for many applications where

privacy violation is a major point-of-failure.
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Chapter 7. Conclusionsand Future Work

In this chapter, we summarize the contributionhid thesis and present some future

research directions.

7.1 Conclusions

In this thesis, we focus on private authenticapiostocols to protect privacy and ensure
security of RFID systems. The research achievenwdntss thesis are as follows:

In chapter 2, we have identified six security angazy requirements of an RFID system.
We have also presented how these requirementstfarsafety ring. These requirements are the
real need that an RFID system must achieved befpyment. If any of the six requirements is
not fulfilled by an RFID system, then the systeri & at a risk of privacy violation and/or
security attacks. Later in this chapter, we hasessed some significant RFID authentication
protocols based on symmetric key cryptography agaive safety ring. Since some recent
publications provide evidence about the feasibditpublic key cryptography (e.g., Elliptic
Curve Cryptography (ECC)) implementation on RFIBstave have briefly discussed and made
reference to those articles for interested readers.

In chapter 3, we have proposed a lightweight s@ssrauthentication protocol for
typical RFID tags that can perform simple symmetgg operations. This protocol makes use of
pseudo random number generator (PRNG) and one astyfanction to provide the security and
privacy requirements of RFID systems. Since thigqmol is serverless, the system is no longer
vulnerable to the single point-of-failure. We haresented the security and privacy analysis of
the protocol with respect to our proposed attackehdNe have assessed the cost of this protocol
in terms of storage, computation and communicafiovo additional features of this protocol,
ownership transfer and scalability, are presemnteatlis chapter. We have explained how the

current owner (a reader) of a tag can transfeotieership information to a new owner (another
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reader). Finally, we have compared this protocthwome significant RFID authentication
protocols based on the identified security andgmywequirements.

In chapter 4, we have defined the desynchronizitagla on RFID systems. We have
proposed a robust private authentication protamoRfFID systems that not only supports
recovery of the disabled tags but also protectsapyi and prevents security attacks. We have,
then, exemplified how this protocol recovers anREystem that is under the desynchronizing
attack. Later we have analyzed this protocol agaasidentified security and privacy
requirements.

In chapter 5, we have presented that anti-courtieges one of major needs for the
widespread development of RFID systems. To addhessounterfeiting problem, we have
proposed authentication protocol which is entitiged on Elliptic curve cryptography (ECC).
Though ECC is a class of public key cryptograployyéwver, this protocol does not publicly share
the public key of a tag. This protocol is a mutaiathentication protocol as it provides reader-to-
tag and tag-to-reader authentication. We have aedljtow this protocol is secure against
common major attacks with respect to our proposadlamodel.

In chapter 6, we have presented the tradeoff betwealability and privacy of RFID
systems. We have explained two significant solgtimnthis problem — tree based hash protocols
and group based authentication. We have, thenyzaththe limitations of these protocols. We
have characterized the RFID privacy and proposesffasient anonymous authentication
protocol for RFID systems. A privacy model for RRistems based on random oracles has been
proposed in this chapter. Later we have analyzed@mally proved that our protocol protects
the privacy of RFID tags. Finally we have describieslreader's complexity and the tag’'s

memory complexity of this protocol.

7.2 Futurework

In this section, we present some future researgttiins in RFID security and privacy.
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Ensuring perfect privacy protection results in d&lRsystem with poor
scalability. On the other hand, to achieve bettatadility, an RFID system has
to sacrifice some privacy. This tradeoff shouldshedied further for the
development of better solutions that can ensureggprivacy protection as well
as better scalability.

In this thesis, we consider the communication cbkibatween a reader and the
server is secure. However, this channel is alsgesutn security attacks.
Ensuring secure communication over this channebeaa new research
direction.

In chapter 3, we have presented a technique foewhip transfer where reader
to reader communication is required. We have censitithat readers can
communicate with other readers through a secunengtaAuthentication over
this channel can be fruitful topic.

Some authentication protocols have recently beepgsed based on public key
cryptography. A further study on this area can toelpctive for some good

solutions to RFID security and privacy problems.
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Appendix A

Glossary of terms

Term Definition

RFID Radio Frequency IDentification is the usaafireless
transponder embedded into objects for automatic
identification and tracking of assets, animals and/
persons.

RFID tag An RFID tag is an identification deviceialhusually has
an identifier and which transmits data wirelessing
radio frequency (RF) in response to interrogatiprab
RFID reader

RFID reader An RFID reader is a transceiver thtringates and read

data from tags by broadcasting an RF signal using i
antenna.

Backend server/ central serve
backend database

rA backend server can retrieve the detailed infoionatf a
tag from its database by using the tag's respossekay.

Security Techniques that control who may use orifydde
computer system or the information contained in it
Privacy The notion of controlling where, when, tbawn and what

amount of information is provided to the externatitees

Identification

In RFID systems, identification maathe act of retrieving
the identity of tags.

Authentication

Authentication means the act of damfhg someone (or
something) as authentic.

Mutual authentication

Mutual authentication is #o¢ of proving one party’s
identity to the other communicating party and weesa.

Private authentication

Private authentication éaht of proving one party’s
identity to the other communicating party usingrsda
secrets (e.g., cryptographic keys, seeds of PRNG)

Symmetric key cryptography

A class of algorithmsdiyptography that use shared
secret cryptographic keys

Public key cryptography

A class of algorithms foyptography that use a pair
cryptographic key: public key (known to public) and
private key (known only to the owner).
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