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ABSTRACT
EVALUATING THE GASDAY SECURITY POLICY THROUGH
PENETRATION TESTING AND APPLICATION OF THE
NIST CYBERSECURITY FRAMEWORK

Andrew N. Kirkham B.S.

Marquette University, 2016

This thesis explores cybersecurity from the perspective of the Marquette
University GasDay lab. We analyze three different areas of cybersecurity in three
independent chapters. Our goal is to improve the cybersecurity capabilities of GasDay,
Marquette University, and the natural gas industry.

We present network penetration testing as a process of attempting to gain access
to resources of GasDay without prior knowledge of any valid credentials. We discuss our
method of identifying potential targets using industry standard reconnaissance methods.
We outline the process of attempting to gain access to these targets using automated tools
and manual exploit creation. We propose several solutions to those targets successfully
exploited and recommendations for others.

Next, we discuss GasDay Web and techniques to validate the security of a web-
based GasDay software product. We use a form of penetration testing specifically
targeted for a website. We demonstrate several vulnerabilities that are able to cripple the
availability of the website and recommendations to mitigate these vulnerabilities. We
then present the results of performing an inspection of GasDay Web code to uncover
vulnerabilities undetectable by automated tools and make suggestions on their fixes. We
discuss recommendations on how vulnerabilities can be mitigated or detected in the
future.

Finally, we apply the NIST Cybersecurity Framework to GasDay. We present the
Department of Energy recommendations for the natural gas industry. Using these
recommendations and the NIST Framework, we evaluate the overall cybersecurity
maturity of the GasDay lab. We present several recommendations where GasDay could
improve the maturity levels that are cost-effective and easy to implement. We identify
several items missing from a cybersecurity plan and propose methods to implement them.

The results of this thesis show that cybersecurity at a research lab is difficult. We
demonstrate that even as a member of Marquette University, GasDay cannot rely on
Marquette for cybersecurity. We show that the primary obstacle is lack of information -
about cybersecurity and the assets GasDay controls. We make recommendations on how
these items can be effectively created and managed.
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CHAPTER 1

Cybersecurity in the Energy Industry

This thesis explores cybersecurity at Marquette University’s GasDay Laboratory -
a research lab that supports the natural gas industry. Our goal is to evaluate and test
cybersecurity using industry standard techniques to increase the cybersecurity capability.
This thesis is composed of three whitepapers addressing different facets of the
cybersecurity policy of GasDay.

This chapter introduces cybersecurity, cybersecurity in the energy industry
(specifically natural gas), and an overview of cybersecurity at GasDay. The focus of this
research is in the context of GasDay, but is applicable to both the energy industry and to

other university research labs. A synopsis of the research is also presented.

1. Brief Introduction to Cybersecurity

Cybersecurity is the practice of protecting computers, networks, and data from
unauthorized access or modifications [1]. Cybersecurity also seeks to protect computers,
networks, and data from unintended access and modifications - such as someone
accidently deleting or changing an important document.

Cybersecurity is comprised of three elements: confidentiality, integrity and
availability (CIA triad) [2]. Confidentiality represents measures or rules that restrict
access to information; only those who are allowed to view information can view it.

Integrity is assuring the accuracy and trustworthiness of data; changes in data are tracked



or prevented from accidental modifications. Availability guarantees the information is
accessible to authorized people. If any element in the triad is missing, then a system is not
secure. For example, a system that is easily available and tracks all changes but does not
prevent any individual from accessing it is not secure.

Cybersecurity experts are tasked with finding vulnerabilities in computer systems.
A vulnerability is a weakness in the system that allows an attacker to compromise an
element in the CIA triad. When an attacker successfully reduces the security of the
system, they have exploited the vulnerability.

Testing for vulnerabilities is similar to software testing — the goal is to find errors.
Finding errors indicates a successful test. Not finding errors does not mean the system is
error-free, it only suggests that no errors were detected. Therefore, cybersecurity experts
wish to find faults. Throughout this thesis, we will discuss different tactics for finding

and mitigating vulnerabilities in GasDay.

2. Cybersecurity Concerns of the Energy Industry

In 2014, the energy industry was the fourth most targeted industry for
cyberattacks [3] including some electrical utilities that reported daily attacks [4]. There
are generally two motivating factors for targeting energy organizations: money and
disruption. Intellectual property, research, and prospective gas/oil fields can all be worth
a large amount of money to certain people. However, this same information can be used
for disruptive purposes. A disruption in the energy grid of the United States would result

in chaos. In one estimate, an attack on a Northeastern United States electricity generation



control room would result in up to $1 trillion loss accompanied by increased mortality
rates and a collapse of infrastructure [5].

The attack mentioned in [5] was theoretical, but historical incidents suggest that it
is very possible. Several historical attacks (such as Stuxnet, Duqu, and Flamer [6], [7])
aimed to destabilize the control systems of energy substations over time. In 2015, a group
known as APT1 was reported to have gained administrative access to several energy
utilities. This allowed APT1 to gather engineering blueprints and access controllers for
pressure valves on natural gas pipelines [8].

The energy industry is very cautious about any software that needs to be installed
on site. Adding software or communicating with a third party adds another risk that the
energy utility needs to evaluate. GasDay is one such software package on which many

natural gas utilities rely.

3. Marquette University’s GasDay Laboratory

The Marquette University GasDay Laboratory is a research lab and small business
within Marquette University that forecasts approximately 20% of the natural gas
consumed by residential, commercial, and industrial customers in the United States.
These forecasts are delivered daily to natural gas local distribution companies (LDC) by a
program also named GasDay or with GasDay Web. GasDay Web is an upcoming web-
based version of GasDay that will allow customers to generate forecasts on a website
outside of GasDay or the LDC. With GasDay indirectly influencing several billion

dollars of natural gas flow, cybersecurity is a factor in many decisions.



GasDay wants the software that we deliver to customers to be secure. This work
is to demonstrate GasDay’s efforts in securing the software product. By finding
vulnerabilities and gaps in security, we are able to continuously improve GasDay’s
ability to deliver a secure product. Identifying weaknesses early in development allows

GasDay to remedy the issues before the product is in the customer’s hand.

4. Cybersecurity at GasDay

Before this thesis, GasDay’s primary concerns were for the students employed in
the lab, Marquette University, and the quality of forecasts that are delivered to customers.
Since the start of this work, GasDay retains its primary concerns but understands better
what it means to quantify and protect against potential cyber threats.

As a member of Marquette University, GasDay is subject to the Family
Educational Rights and Privacy Act (FERPA) [9]. FERPA prevents GasDay from
disclosing information about the students who are employed without their written
consent. This means that any publicly available item at GasDay needs to be screened to
comply with FERPA. FERPA also extends to the internal documents GasDay might wish
to display to members of the lab.

As a member of the energy industry, GasDay is subject to any regulations that
exist for third party supporters. However, the United States does not have any official
regulations for the energy industry. The Department of Energy does make several

recommendations for cybersecurity, which we will explore in depth in Chapter 4.



This thesis evaluates and makes suggestions for the practice of cybersecurity at
GasDay. This thesis also demonstrates where gaps are present in the cybersecurity policy.

The next section explains how this thesis is organized to achieve these goals.

5. Contents of Thesis

Chapters 2, 3, and 4 are the primary contents of this thesis. Each chapter is
considered a separate document and therefore has its own introduction and conclusion.
With minor edits, each chapter can be given to any GasDay customer interested in a
specific cybersecurity facet of GasDay.

Chapter 2 discusses network penetration testing and discusses the findings after
performing a penetration test on the GasDay lab. Penetration testing is the process of
attempting to gain access to resources of GasDay without knowledge of any valid
credentials. We present our method of identifying potential targets and the results of
attempting to gain access to these targets. We present several solutions to those targets
successfully exploited and recommendations for others.

Chapter 3 discusses GasDay Web and techniques to validate the security of
GasDay Web. We use a form of penetration testing specifically targeted for a website.
We present several vulnerabilities that are able to cripple the availability of the website
and recommendations to mitigate these vulnerabilities. We then present the results of
performing an inspection of the GasDay Web code to uncover vulnerabilities
undetectable by automated tools.

Chapter 4 applies the NIST Cybersecurity Framework to GasDay. We present the

Department of Energy recommendations for the natural gas industry. Using the



Department of Energy recommendations and the NIST Framework, we evaluate the
overall cybersecurity maturity of the GasDay lab. We present several recommendations
where GasDay could improve the maturity levels that are cost-effective and easy to
implement. We also present recommendations to GasDay to implement a continuous
evaluation.

Chapter 5 summarizes the findings of this thesis. The results show that
cybersecurity at a research lab is tough to implement. We analyze the common
difficulties from each assessment and summarize the recommendations. We identify lack
of information about cybersecurity and the capabilities of GasDay as the primary
obstacle. We demonstrate that even as a member of Marquette University, GasDay
cannot be reliant on Marquette for cybersecurity. We make recommendations on how

these items can be effectively created and managed in the future.



CHAPTER 2

Applying Network Penetration Testing to GasDay: A Case Study

This chapter discusses finding weaknesses in a networked system. Networked
systems offer a variety of potential security weaknesses, including misconfigured
systems, unintentionally public information, or out-of-date systems. GasDay wants to
find such vulnerabilities before an attacker does. GasDay has experienced one reported
incident in which it was targeted from an unknown Chinese IP address. GasDay also
could become the target in the future since natural gas companies are starting to be
targeted [8]. GasDay also had physical items stolen, and it was unknown if the thief
would be able to access GasDay resources. We present penetration testing as a method to
identify vulnerabilities and minimize future security incidents. Throughout this paper, the

symbol 38 will be used to denote fixes for discovered vulnerabilities.

1. Introduction to Penetration Testing

Penetration testing is the process of attempting to gain access to resources of an
organization without knowledge of any valid credentials [10]. The difference between a
penetration tester and an attacker is permission from the owner. For both an attacker and
a penetration tester, the methods are similar:

1. Acquire as much information about the target as possible,
2. Use relevant information to build an attack plan, and

3. Attack the target.



A penetration tester wants to find vulnerabilities in the system before an attacker
does. The test is similar to an annual physical. A doctor examines you and performs tests
for various dangers - even if no symptoms are demonstrated. However, like a medical
test, a negative test, one that finds no problems, does not mean that the system is without
fault and does not need to be checked on in the future.

A penetration test looks for any weakness in the system and assesses the severity
of those weaknesses. Beyond finding a weakness, the tester also identifies the risk of the
vulnerability,

Risk = Impact * Probability / Cost.
Impact is the potential operational cost of a successful attack. A server that holds all of
GasDay’s customer data would have a high impact if it were compromised compared to a
laptop outside of the firewall with no access to GasDay data. Probability is the likelihood
of the weakness being exploited. This includes the feasibility of the exploit as well as the
chance of network defense responding to the attack. Cost is the effort to mitigate the
vulnerability. This cost is measured in both financial terms and man-hours.

A penetration test also has a second goal to identify hard-to-access systems. At
the heart of information security are three goals known as the CIA triad: confidentiality,
integrity, and availability [2]. For a policy or procedure to be effective, it must meet each
goal in the triad. A system or resource that is confidential but impossible to access is not
secure. A resource that is easy to access and confidential, but can be modified at will (the
integrity is not preserved) is also not secure.

By identifying vulnerabilities, we can either fix or mitigate them to increase their

security. We might also find that a resource is hard to access, and we can increase



security by making it more accessible. The penetration test is repeated to verify that we
are satisfied with our overall security level at each point of the triad. To identify insecure

resources and vulnerabilities, we first need to acquire information about our resources.

2. Information Gathering

The first step of a penetration test is to gather information about the target.
Information is used to determine various entry points into an organization. Entry points
are often electronic, but can be physical or biological. Many exploits require a
combination of entry points to be successful. For example, an exploit might rely on a user
clicking a malicious file to exploit an out-of-date software package. The more entry
points we can find, the more attack vectors we can use.

In this section, we discuss two strategies to gather intelligence, open source
intelligence and footprinting. Open source intelligence is the process of gathering
information via publicly available sources. Footprinting gathers information by direct
interaction with the target. Both of these tactics produce information that can be

combined to build an action plan that will guide the penetration test.

2.1. Open Source Intelligence

Open source intelligence (OSINT) consists of any piece of information that can be
gathered from a publicly available source. These sources can be physical, such as

newspapers and television, digital sources, such as blogs and social media websites,
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academic sources, such as publications and conferences, or amateur reporting sources,
such as radio monitors and Google Earth.

OSINT focuses only on actionable intelligence - intelligence that can be used
later. Old or inaccurate information may not be useable. We may not know if information
is accurate. Therefore, we need to validate any information that we gather. Validating
information is done by finding multiple sources or by direct interaction (footprinting).

An attacker focusing on GasDay might look for former/current employees, our
customers, or information about our models and techniques. An attacker also might be
interested in our physical location or where we purchase our coffee, but these factors are
omitted from our assessment. The scope of intelligence gathering is any information that
can be acquired from publicly available Internet resources that might assist in mounting

an attack.

2.1.1. Customer Information

GasDay needs to protect the identity of our customers. Each of our customers has
a non-disclosure agreement with Marquette University, and any information that
identifies our customers might violate that agreement.

A large amount of information about the internal staff (both full time and
students), customers, and delivery schedule can be found through a rate case filed by
Enstar Natural Gas [11]. This document also contains information about Enstar staff,
modeling techniques used by the lab, and a description of the data that Enstar provides
the lab. Also, testimony provided to by New Mexico Gas Company can be found on their

website that outlines their use of GasDay [12].
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Further information about GasDay customers can be found through the Marquette
Office of Research and Sponsored Projects. This document outlined awards that faculty
members received and mentioned customers or entities acting on behalf of customers

[13].

2.1.2. Infrastructure Assets

We also want to protect our intellectual property. GasDay hosts the data from our
customers and code for our models internally. If an attacker were to access our network
directly, they would be able to access our intellectual property. If an attacker can find
information about the network infrastructure, then their potential attack vectors grow as
well as their confidence in those vectors.

The first step an attacker might take would be to determine the IP address block
for GasDay. GasDay’s IP address can be approximated through Marquette’s registered 1P
block (134.48.0.0/16). By Googling for “gasday” + “research”, we find a Marquette
wiki page written by a former lab member [14]. This page mentions a “GasDay wiki.” By
attempting to reach the wiki through wiki.gasday.com, we can obtain an exact IP address
for that server, as well as the GasDay network.

Attempting to access this IP directly results in the WAMP server configuration
page seen in Figure 1. From here, we can hypothesize a potential naming schema for
computers: GAS-XX-NNNN, where X appears to be the type (VM for virtual machine,
DSK for desktop), and NNNN is a unique ID. We also gain a potential username for the
administrator account for GasDay (labadmin). 38 The server configuration page has had

its access restricted to the server and is no longer available. The DNS servers also have
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been updated to query gasday.com instead of the lab IP. 38 By visiting an old webpage

about Capstone projects and looking at the CSS for the page, we confirm the naming

schema [15].

Server Configuration
Apache Version : 2.2.22
PHP Version: 5.4.3
Loaded Extensions : Core

date
lconv
pere
tokenizer
PDO
xmireader
mbstring
mhash

MySQL Version : 5.5.24

Tools
phpinfo()
phpmyadmin

Your Projects
beta
wiki

Your Virtual Hosts

Your Aliases
phpmyadmin
settings
sqlbuddy
webgrind

bemath
ereg

json
Reflection
zip

Phar
xmiwriter
mysql
xdebug

calendar
filter

merypt

session

2lib

SimplexmL
apachezhandler
mysqli

WampServer - Donate - Alter Way

com_dotnet
fip

SPL
standard
libzxm

wddx

ad
pdo_mysgl

Version 2.2 Version Francaise

ctype
hash
odbe
mysgind
dom

xml

Idap
pdo_sglite

Figure 1: WAMP Server showing out of date software versions This server is accessible
anywhere and shows out of date PHP, MySQL, and Apache versions. In addition, it
shows two websites available on the server which are not accessible anywhere

By visiting the GasDay website, we find a valid email address. By using the

testimonies in [11], [12], we identify another valid email address. Searching for

“GasDay” in Google Scholar reveals several articles GasDay has published, giving

several valid email addresses. We can determine the provider of the email by performing

a mail exchange lookup [16]. We can use these to launch targeted social engineering

attacks, such as phishing emails, or as potential usernames to the system.
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Table 1: Valid email address formats for GasDay

Provider Format Valid usernames
(examples)
landl {role}@gasday.com sales; grad
Marquette {firstname}.{lastname} ronald.brown
@marquette.edu thomas.quinn

With this information, we have discovered several lab members, GasDay
customers, GasDay infrastructure, and several entry points. By directly interacting with

the target (GasDay), we can validate this information and gather more information.

2.2. Footprinting

Footprinting consists of gathering information by directly interacting with the
target [17]. This gives information from an external perspective about the organization.
These interactions are usually electronic, but can be physical interactions or interactions
with people. For this thesis, only electronic interactions are considered.

By probing devices on a network and services on the devices, we learn about the
hosts on the network. Our goal is to develop a prioritized list of targets. High priority
targets are those that are most likely exploitable or have the best chance of leaking
information.

In this section, we present external footprinting techniques that can be used to

gather information about GasDay: port scanning, service identification, and sweeping
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(SNMP and SMB). We describe each technique, tell how we applied it, present the

results, and discuss their implications.

2.2.1. Port Scanning

An attacker wants to know what systems are on the network. One way we can
determine this is through a port scan. Port scanning tests a host to see if a specific port is
open. If no port is open, then the host either doesn’t exist, or it will not communicate to
us. From our open source intelligence, we know of a web server with which we can start.

We use the industry standard tool Nmap (network mapper [18]). Nmap uses IP
packets to determine what hosts are available, their ports and running services, and the
operating system of the host. It can also configure packets to evade firewalls, filters, and
intrusion detection systems.

The first scan we run is a ping scan. The intent of a ping scan is to quickly find
active IP addresses that we can target. By attempting to ping every IP address within a
subnet, we quickly reduce our possible targets. Running a host discovery Nmap scan
against 134.48.94.0/24 gives 31 hosts available.

The next scan we run is a TCP SYN scan. The intent of this scan is to determine
what ports are open, closed, and filtered on a target. We can use this information to guess
what services are running, and begin to tailor our attack plan. This scan sends a SYN
request to a port and waits for a SYN/ACK response. A response indicates an open port
that is listening, while a reset indicates that the port is closed. Using this technique, we

can identify what ports are open on the 31 hosts.
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Since we never finish the TCP handshake (by not sending the last ACK packet),
this technique is stealthy - it does not alert anyone or set of any alarms. During this
process, we want to hide our identity as much as possible. By setting off alarms, we may
prevent future attacks from working and provide the target with our information. During
a penetration test, we might want to try to set off some alarms to test them. Because our
test seeks to mimic an attacker, we attempt to remain as stealthy as possible.

The next scan (called a version detection scan) we use interrogates each open port
to determine what the port is doing. This scan determines protocols (FTP, HTTP),
application names, and version numbers for those open ports. Using this information,
Nmap can determine the underlying device (router, server, printer, etc.) and operating
system the device is running. Knowing what services are running in addition to the
underlying device type allows us to identify specific hosts that are out of date or are
likely to contain valuable information.

This scan generates a lot more traffic than the SYN or ping scan and can be
detected by intrusion detection systems. We choose to interrogate only those ports where
we cannot make an intelligent guess (such as ports that are unregistered or have multiple
services associated with the port). 38 The Marquette firewall will temporarily blacklist an
external IP address after a certain number of service probes are detected. The duration of
this blacklist increases after each detection. 38

After performing a full port scan, we notice several machines hosting web sites on
port 80. These websites host several types of services including printers, software

services (TeamCity and Subversion), and a default Apache homepage. The WAMP
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server page in Figure 1 also showed several in-house websites that are not available

outside of the GasDay network.

2.2.2. SNMP Sweep

Another tactic that can yield actionable information about the system is a simple
network management protocol (SNMP) sweep. SNMP is used to expose data about a
device to the network. This data could contain information such as the processor and all
processes on the device. SNMP contains all of this data in the form of a database and set
of data objects. The database and data objects are queried through the management
information base (MIB). Each managed device keeps its own MIB, so the data is
dependent on the implementation of the device [19].

Performing an SNMP sweep on the GasDay network reveals three printers. Two
printers are owned by GasDay, and one is a Marquette PrintWise printer. Each of these
devices displays information about ports on which it communicates with various devices
around the lab and Marquette campus. One printer reveals that it is running one process

for its RAM and one for its NAND drive.

2.2.3. Other Services

We look for other services during footprinting including databases, virtual
machines, and web applications. These services are found at organizations and can be
used as entry points into a network. GasDay Web is not covered by this test, and

information about its vulnerabilities can be found in the next chapter. Databases can be
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found during port scanning. Different types of databases run on different ports: MySQL
runs on port 3306 by default, while Microsoft SQL runs on ports 1433-1434. Each
database provider has different vulnerabilities and different credentials. We can attempt
to connect to the database using the default user and administrator credentials. For
GasDay, five databases were found to be accessible during port scanning.

Several hosts on a network might be virtualized to save money or physical space.
Exploiting a virtual machine might prove more difficult than physical machines, but
exploiting the underlying server could grant access to all of the virtual machines. Nmap
can detect the presence of certain hypervisors such as VMWare ESXI and Microsoft
Hyper-V. GasDay maintains one ESXI server and two Hyper-V servers, which can be
identified by their hostnames during port scanning (GAS-ESXI and GAS-WSHYV). Only
one of the Hyper-V servers can be accessed outside of the Marquette domain.

Our attack plan can now be tailored to the known running systems. We have
identified several open web servers running critical applications, databases, and open
virtual machine servers. We have also identified several other services that are exposed
outside of the Marquette domain. Each service is vulnerable to different exploits that we

can look for automatically or by checking manually.

3. Vulnerability Assessment

Vulnerability testing is the process of searching for and discovering weaknesses
in a system ranging from software misconfigurations (such as leaving the default
username and password) to insecure application designs (such as the Heartbleed

vulnerability [20]) [17]. Vulnerabilities are dependent on the system under test; no two
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systems will have the same set. Vulnerability analysis can be used to verify if a security
monitor is working correctly, test administrative access, or check that known
vulnerabilities are mitigated. The breadth of this analysis is every machine that is
permanently connected to 134.48.94.0/24; laptops are not considered.

Footprinting is used to guide this assessment. Knowing what ports are open and
which services are running on those ports narrows potential vulnerabilities greatly.
Because footprinting is only an estimate, automated vulnerability tools can result in many
false positives and false negatives. Therefore, a manual approach is required to verify the
existence (or absence) of a vulnerability.

In this section, we outline the use of automated tools OpenVAS and Metasploit.
We discuss how the tools work in conjunction with a manual assessment, show how they

are applied to GasDay, and discuss the results.

3.1. Automated Tools

Automated tools offer fast enumeration of the most common vulnerabilities for a
variety of operating systems. The tools we will use here are OpenVAS [21] and
Metasploit [22]. OpenVAS is a tool that automatically scans targets for potential
vulnerabilities. It starts by running a port scan to find open services. Once the services are
identified, they are tested for known vulnerabilities and misconfigurations. OpenVAS
contains over 43,000 different tests that are run to look for vulnerabilities [21]. Each test
has an associated percentage that indicates how confident OpenVAS is that the
vulnerability exists. These results should be manually validated to reveal false reports.

OpenVAS can be very aggressive and noisy; it can attempt to brute force login
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credentials and exploit vulnerabilities without validation, which could set off intrusion
detection systems. Figure 2 shows an example OpenVVAS scan for the GasDay network.
We find several critical vulnerabilities with a severity ranking, probability of a correct
guess (QoD), and a description of how to mitigate the vulnerability. An attacker could

produce a similar result to get an idea of what attacks are likely to work.
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I:I":S;LCSK-)OM HTTP.sys Remote Code Execution Vulnerability (remote >y 95% 134.48.94.129 80ftcp = &
Microsoft SQL Server Multiple Vulnerabilities (3065718) - Remote LT s0% 134.48.94.129 generalftep 2%
php Multiple Vulnerabilities -01 Junels (Windows) hd BT s0% 134.48.94,50  S0/tcp &4l [
php Multiple Vulnerabilities -02 Junels (Windows) wd BT 50% 134.48.94,50 80/ftcp el ]
php Multiple Vulnerabilities -03 Junels (Windows) L BEEICTTU s0% 134.48.94.50 80/ftcp & 1.
F&&Eﬁl&gle Remote Code Execution Vulnerabilities Julyls @) EEECICTTEE 0% 134.48.9450 S0ftcp =
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Figure 2: OpenVAS scan on GasDay network There are several vulnerabilities marked
as high severity on six different computers. Each vulnerability contains a description, a
mitigation strategy, and links to resources

Metasploit is a tool that is used for developing and executing exploits against a
target. Metasploit contains over 3000 built-in exploits and exploit fragments that can be
configured [23]. Metasploit is used to check for and run manual exploits against a target.

These exploits are tailored for specific software versions and operating systems. Using
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the information gathered during footprinting, we can search the Metasploit database for

known exploits.

3.2. Manual Assessment

During port scanning (in Section 2.2.1), three printers were discovered. Printers
can be queried using a language standard to all printers: printer job language (PJL) [24].
Metasploit comes packaged with PJL queries that allow a user to upload and download
files, change environment variables, and list the contents of a directory. The contents of
both the RAM and the NAND drive of a printer can be listed. Figure 3 shows the contents
of the drives displaying documents that have been printed recently. Using Metasploit, we
can download these files without disrupting the normal operation of the printer. In
Figure 3, two purchase logs and a research assistant renewal can be seen. These
documents might contain information such as credit card numbers or student information.
Other documents that GasDay prints could contain detailed customer information,
Marquette information, or personal documents. We also have the option of uploading
files to the printer directly. This could be used to house payloads to be used later or to
upload a custom firmware that will monitor all future print jobs. GasDay should disable
PJL, SNMP, and NFS disk access to disable these access points. Disabling these access
points should not disrupt the normal operation of the printer and would prevent these

exploits from occurring.
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Imsf auxiliary( ) > set RHOSTS 134.48.94.189
RHOSTS => 134.48.94.189
Imsf auxiliary( ) > run

IP address : 134.48.94.189

Hostname : COE-PRINT-34

Description : HP ETHERNET MULTI-ENVIRONMENT,ROM none,JETDIRECT,JD145,EEPROM V.38.97,CIDATE ©8/30/2010
Location : Olin 534

File name : Microsoft Word - GasDay Research Assistant Support Renewal
Username : porterc

Client : GAS-DSK-6320

Timestamp : 20151005131845

Application : Microsoft Word (WINWORD.EXE)

File name : Microsoft Outlook - Memo Style
Username : porterc

Client : GAS-DSK-083208

Timestamp : 20151005143120

Application : Microsoft Outlook (OUTLOOK.EXE)

File name : Copy of Purchaselog,Brown, 9-21-15.x1lsm
Username : porterc

Client : GAS-DSK-083208

Timestamp : 20151005154537

Application : Microsoft Excel (EXCEL.EXE)

File name : Microsoft Word - GasDay Research Assistant Support Renewal.docx
Username ¢ quinnt

Client : GAS-LAP-2199

Timestamp : 20151005160121

Application : Print driver host for applicati (splwow64.exe)

File name : Copy of PurchaseLog, Quinn,9-21-15.xLlsm
Username : porterc

Client : GAS-DSK-0320

Timestamp : 20151005161146

Application : Microsoft Excel (EXCEL.EXE)

File name : Microsoft Word - conference paper for Dr Brown (4).doc
Username : 6585brownr
Client : GAS-LAP-1161

Figure 3: Truncated recent print job enumeration using SNMP Each of these documents
could be downloaded from the printer. We also notice the username and application
used to print the document

OpenVAS reported that the ESXI server was running an out of date third party
library (in Section 3.1). One of these third party libraries was OpenSSL, running a
version that was potentially vulnerable to CVE-2014-0160, also known as Heartbleed
[20]. Heartbleed allows anyone to read the internal memory of the system running the
vulnerable OpenSSL library. Figure 4 shows the result of running the Heartbleed exploit

on the ESXI server.

msf auxiliaryl T orun

[+] 134,48,94,1011443 - Heartheat response with leak

Figure 4: Heartbleed exploit on ESXI server The exploit produces a large binary file that
can be converted to readable text containing several kilobytes of memory data.
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The server responds with a vulnerable heartbeat. The response is approximately
1KB and potentially not enough to gather any information. If enough queries are made,
usernames and passwords, emails, and more can be extracted from the memory of the
server. An intrusion detection system cannot differentiate the leaked heartbeat and a
legitimate one because these queries do not leave any trace in the server logs. The server
should be patched with the most recent version of the ESXI software.

OpenVAS also reported that one machine may be vulnerable to MS15-034 [25].
This is a vulnerability in the HTTP.sys library affecting Microsoft Internet Information
Server (11S). With a specially crafted HTTP header, an attacker is able to crash the server
and cause it to occasionally leak its memory contents [26]. We can do this by setting the
range property of the header in bytes such as,

curl -v 134.48.94.129 -h “Host: ms15034 test” -H “Range: bytes=X-

18449744073709551615”

where X is a variable that we set based on the resource we are requesting. The largest
number in the range is 2%-1, which is the largest 64 bit number. Setting the first number
to be greater than O but lower than the requested resource can leak memory. Setting it one
byte less than the requested resource will cause the denial of service. The 1S welcome
page is known to be 694 bytes, so a query that uses a range of 688 will leak
approximately 1680Kb of memory. Setting the first range variable to be 693 will cause
the 11S service to crash. 38 This vulnerability was fixed by applying the correct Windows

Update to the machine. 38
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In this section, we discussed looking for and confirming some vulnerabilities that
exist within the GasDay network. Automated tools produce results that need to be
confirmed through a manual assessment before being considered vulnerabilities. In the
next section, we will discuss common vulnerabilities found within networks similar to

GasDay and their status in the network.

4. Other Vulnerabilities

Attackers often follow the path of least resistance. They search for the easiest to
exploit vulnerabilities and those that are most likely to work. Several vulnerabilities that
have persisted for years despite multiple patches fixing them. This section discusses easy
exploits that might exist in a network similar to GasDay’s. This section also discusses
exploits that would impact the integrity and confidentiality of customer data using

knowledge of where the data is located.

4.1. Common Vulnerabilities

One of the common vulnerabilities found in legacy systems is MS08-067 [27].
This vulnerability affects Windows XP and Windows Vista devices. Windows XP is no
longer supported as of April, 2014, but certain legacy systems still use it. There is a good
chance that if a computer is still running XP, then it is not running a fully patched version
of XP. MS08-067 affects all versions of XP and allows for the execution of code

remotely. Even if the exploit fails, it has a chance of crashing the services on the
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computer. Attempting to run the exploit on the XP machine in the lab fails and does not
cause the services to crash.

Another set of common attacks are called null sessions. Windows can enable a
user to connect via various protocols (SMB, RPC, etc.) using a null session - one with no
username or password. If the null session is successful, then an attacker might be able to
gain information based on the type of protocol used. Figure 5 shows the result of
connecting to a computer using a null SMB session. We can see that the login was
successful, but the information it returned was nothing more than what can be obtained

via other methods (such as Nmap).

00 LAW Manager]

5_DIEMIED
indows 5,1] Server=[Windows 2000 LAN Manager]

Comment.

Figure 5: A null SMB session attack. The information given here
is no more than what is acquired via a port scan. A successful
SMB login would allow for FTP-like access to the computer.

A poor password policy can be worse than a poor network setup as it would allow
users to remotely login to any system without the need for exploits. The GasDay

administrator password is required to change regularly, meet a minimum length
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requirement, and contain special characters. We analyzed a dataset of 42 million leaked
passwords from sources including Facebook, Twitter, LinkedIn, and others. No GasDay
usernames or passwords were found during this analysis. Passpal performed an analysis
of 32.6 million passwords focusing on common characters and password structure.
GasDay’s passwords fall into the uncommon categories in both common characters and
structure. We conclude that the combination of GasDay’s uncommon password Structure,

complexity, and length give us confidence the password will not be brute forced.

4.2. Data Exploits

GasDay trains the models that forecast natural gas flow on a cluster system.
Looking at the open ports on the cluster head node, port 27000 is open with the service
name “flexIm0.” This open port is the licensing server for the cluster head node and its
connected worker nodes. Looking up “flexIm0” in Metasploit reveals a buffer overflow
that targets several instances of the FlexNet licensing manager. This exploit would allow
a remote user to execute code with the permissions of the logged in user. Attempting this
specific exploit fails with multiple encoded payloads.

The GasDay software package that is delivered to our customers goes through a
continuous review process. Any change in the code is peer reviewed before being
accepted. Only the development teams have access to their respective code repositories.
User accounts are pruned twice a year when the student developers leave (winter and
spring semesters). Both the peer review platform and issue tracking platform are

unavailable outside Marquette.
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Although changes are peer reviewed and access to the code is controlled, it was
discovered that one of the servers hosting code was accessible outside Marquette via a
web page. Successfully exploiting this server would potentially allow an attacker to
access the code. 38 Although no vulnerabilities were discovered and attempting to brute
force credentials resulted in an IP ban, GasDay decided that the best course of action was

to block access to the server outside of Marquette. 38

5. Conclusion

In this chapter, we presented penetration testing as a method to evaluate the
security and discover weaknesses within the GasDay network. GasDay is able to take
advantage of the Marquette security controls already in place, which we have shown to
be effective at detecting and stopping attacks that would otherwise go unidentified.
Weaknesses that were discovered were corrected (noted by the 38 symbol). Penetration
testing using a combination of manual analysis and automated tools were able to discover
these weaknesses. These automated tools have also been configured to run automatically
and report their results to make future testing easier.

We recommend that GasDay take the following actions to remedy existing
vulnerabilities:

e Patch all existing assets with the most recent updates

e Remove or repurpose assets (software, passwords, hardware) that are no

longer in use

e Continue using automated tools to catch vulnerabilities as they arrive
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We recommend that GasDay consider the following actions to mitigate future

vulnerabilities:

e Create an up-to-date inventory list and use automated tools to keep the list
accurate with software and hardware changes.

e Before a new software tool is adopted or a hardware change is made, the risk
added by the change should be understood and outlined with mitigation
strategies.

e Implement an automated tool to manage software patches. This will help
prevent computers from being unpatched due to their unknown location and
status

e Evaluate internally hosted websites, login credentials, and network access
using the principle of least privilege. Websites should not be external unless
necessary. Network access and login credentials should be available only
when necessary.

e Treat any non-standard interaction with a customer (testimony, certain
presentations, etc.) the same as publicly releasing the data. Several items of
GasDay are hosted on other web servers that contain personally identifiable

information.
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CHAPTER 3

Penetration Testing of GasDay Web: A Case Study

This chapter discusses finding vulnerabilities in a website, a group of web pages
hosted on a server. Weaknesses are a result of a misconfigured server or coding mistakes
by the developers. GasDay wants to deliver a new web product to our customers called
GasDay Web. Creating a public website means that GasDay Web might become a target.
We want to find potential vulnerabilities before someone else does. We present web
application penetration testing as a method of identifying vulnerabilities within the code.
We will step through the most common vulnerabilities, the tests for the vulnerabilities,
and the GasDay Web response to testing. We also present additional tests for GasDay
Web specific use cases. Throughout this chapter, the GasDay Web URL is represented as

gasdayweb.com.

1. Web Application Penetration Testing

Web application penetration testing is the process of attempting to gain access to
a website or its resources without valid credentials. This includes users gaining
administrative privileges, unauthorized users gaining access, and valid users accessing
other user's information [28]. Web application penetration testing is similar to network
penetration testing because both mimic an attacker. The tester wants to find
vulnerabilities in the system before the attacker. By finding the vulnerabilities first, the

tester is able to fix the vulnerabilities before attackers have a chance to exploit them.
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In 2013, at least 77% of all websites contained at least one vulnerability; in 2014,
an estimated 76% of all websites contained at least one vulnerability [29], [30]. Over
90% of these vulnerabilities are the fault of the developers of the websites [31]. These
vulnerabilities have been assembled into a Top 10 list that will help guide this assessment
[32]. Many of these vulnerabilities allow an attacker to access information without
knowledge of valid credentials. For GasDay and the customers of GasDay, data is
extremely important to protect. Any weakness that might cause the loss of data could be
worth millions of dollars.

We will use a tool called the Open Web Application Security Project Zed
Application Proxy (ZAP) [33]. ZAP is an automated tool that provides a set of tools that
support manual testing. It allows developers to test their website during development.
The features of ZAP we use will be explained in the rest of this chapter.

The focus of this test is GasDay Web. GasDay Web will serve as a web platform
for GasDay customers to be able to view their GasDay flow estimates and historical data.
We want our customers to feel secure and comfortable transitioning to GasDay Web. We
present this chapter as both a penetration test and an explanation of how penetration

testing is integrated into the software development life cycle.

2. GasDay Web

In this section, we discuss GasDay Web and the third party services it uses.
Customers can log into GasDay Web and view their GasDay flow estimates up to eight

days in the future. GasDay Web also allows users to view historical data, similar days,
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weather information, and more. We discuss Microsoft Azure, the cloud platform GasDay
Web uses, and the ways that GasDay and our customers interact with Azure.

Microsoft Azure is a cloud computing platform that provides several solutions to
its customers. GasDay uses three different Azure services: web app service, databases,
and blob storage as shown in Figure 6. The web app service is the website for GasDay
Web. Every GasDay customer has its own web service. These web services are logically
separated so that no customer can access another customer's data. Each web service also
uses its own database, which is the traditional GasDay database with additional tables to
manage permissions for users. The blob storage is used to store images used by GasDay
Web (such as loading icons, background images, etc.). Blob storage is independent of
customer, so a single storage serves all GasDay web instances.

GasDay uses Azure to host the website and the services supporting the website.
For most customers, the first interaction they have with GasDay Web is the login page

(Figure 11) and the authentication of users.
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Customer
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Figure 6: GasDay Web as a service. GasDay developers are able to push new changes
directly to the website. GasDay analysts are able to access databases without modifying
the web service.

3. Authentication

The opening page of GasDay Web is the login page (Figure 11). GasDay Web
requires all users to log in with a username and password before they can view any
information. The process of verifying that a user is who they claim to be is
authentication. GasDay Web must have strong authentication guidelines to ensure that
customers are the only ones who can access their data and that invalid users cannot
bypass or guess GasDay Web’s authentication. In this section, we discuss GasDay Web

authentication bypasses and how GasDay Web protects valid authentication requests.
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3.1. Bypass Authentication

When a user, Alice, attempts to log into GasDay Web, a message is sent to the
Azure instance to validate her credentials. If Alice enters correct credentials, the server
sends back an identification number that subsequent requests will use so that the server
can identify Alice as valid. If an attacker, Bob, were able to intercept these messages, he
would be able to log into GasDay Web with valid credentials. We test for this by

deliberately intercepting the messages between the user Alice and the server.

POST http://gasdaytexasdemo.azurewebsites.net/ HTTP/1.1

Proxy-Connection: keep-alive

Content-Length: 27

Cache-Control: max-age=8

Accept: text/html,application/xhtml+xml,application/xml;q=@.9,image/webp,*/*;q=0.8
Origin: http://gasdaytexasdemo.azurewebsites.net

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Windows NT 1@.@; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/47.8.2526.73 Safari/537.36
Content-Type: application/x-www-form-urlencoded

DNT: 1

Referer: http://gasdaytexasdemo.azurewebsites.net/

Accept-Language: en-US,en;q=0.8

Cookie: ARRATfinity=6blld2blf9bSbabesd®c@97cc322fad27@ead5ab5874959881e9T4abT29115b6
Host: gasdaytexasdemo.azurewebsites.net

UserName=test&Password=test

Figure 7: The HTTP POST request for an example login

In Figure 7, we see that an example login sends a POST request to
http://gasdaytexasdemo.azurewebsites.net over HTTP. This indicates that the credentials
supplied are transmitted to the server in plain text. This would allow our malicious user,
Bob, to sniff them off the network, or intercept them via a man-in-the-middle attack [34].
Bob would then have access to a username and password. Even if Bob is unable to
intercept the initial login, Bob is able to intercept any communication between the user

and GasDay Web, allowing him to access any customer data without needing to log in.
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Bob is able to do this by using any network analyzer such as Wireshark [35]. To mitigate
this, GasDay Web, should use HTTPS whenever sensitive information needs to be sent.
GasDay Web should consider adopting HTTPS for every request and response.

If Bob were able to guess the ID the server sends back, he could create requests
with the valid ID number and access information without logging in. Ten sequential login
tokens were generated and analyzed for patterns. Each ID contained a unique string of
characters; no pattern could be identified. GasDay Web uses a 288 digit hex string for
each ID. This number is randomly generated, so it is improbable that Bob could predict it.

Another way to bypass the authentication schema is to access cached or historical
versions of the webpage. These mechanisms are for Alice’s convenience so that she can
view previously displayed information without having to download it again. However, if
confidential information were on these pages and stored as a cached/historical item, it
could be viewed without visiting the webpage. To test this, we log into GasDay Web as a
valid user and browse through the Summary Page for a few forecasts. Next, we logoff
and verify that the browser no longer has an authentication token. By pressing the “Back”
button on the browser, we are able to view every page that was visited as a valid user
without needing to login. If Alice were to use GasDay Web and step away from the
computer after logging out, anyone would be able to use the back button to view
everything that Alice did. To fix this, GasDay Web should implement a no-cache, no-
store, forced revalidation cache control [28]. This instructs the browser not to cache any

web page and prompt Alice to re-enter credentials to reload the page.
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3.2. Denial of Service

In a denial of service attack, Bob prevents Alice and other users from accessing
the website. This usually is done by Bob sending requests to the server so that the server
is busy trying to process invalid requests from Bob instead of valid requests from Alice.
For GasDay Web, we are concerned about packet flood denial of service attacks.

Packet floods are known colloquially as denial of service or distributed denial of
service attacks (DoS and DDoS), in which Bob sends large amounts of traffic-consuming
resources to the server until it goes offline. Packet floods only deny others from using the
service; they cannot access data that requires authorization. GasDay Web uses the
technologies from Azure to protect customers from packet floods. Azure detects several
kinds of packet floods (Layer 3 ICMP, Layer 4 SYN flood) and is able to rate-limit or

block IP addresses that exceed the threshold for a specific type of attack [36].

In this section, we looked at how GasDay Web is accessed. GasDay Web
authenticates users using IDs that cannot be predicted nor easily guessed. Any user
wishing to access GasDay Web needs to be authenticated before any page beyond the
login page is visible. GasDay Web takes advantage of the Azure cloud detection and
prevention systems to prevent denial of service attacks. In the next, section we look at

how GasDay Web differentiates valid users.
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4. Sessions

GasDay Web differentiates between users using sessions [28]. HTTP is a stateless
protocol, which means that the web server responds to requests from users without
linking users together. Sessions are identification numbers associated with users so that
the server is able to track individual users making multiple requests. Session ID numbers
are different from the authentication number discussed in Section 3. Authentication
numbers ensure that a user is authentic and that the user is only able to see information
relevant to them (non-administrators cannot view administrative pages), while sessions
keep track of a user’s interaction state with the website (such as the view date on the
Summary page). In this section, we discuss how GasDay Web stores session ID numbers

and how we protect against attacks that target these IDs.

4.1. Cookies

GasDay Web stores the authentication and session 1Ds using cookies named
ASPXAUTH and Session. Cookies are pieces of data that a website uses to keep track of
information about the user browsing the website [37]. Cookies keep track of a shopping
cart, authenticated users, or previously entered information on a page. They are returned
to the server whenever the user makes a request (such as clicking a button) to help the
server determine where the user should go next. However, a cookie represents a user’s
identity, so a stolen cookie represents a stolen identity [38].

Cookies are created and set when the server tells the user’s browser to keep track

of some data. GasDay Web creates an authentication and a session cookie when a user
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supplies a valid username and password. GasDay creates these cookies with the HttpOnly

attributes to prevent the cookie from being modified by scripts.

4.2. Session Fixation and Session Puzzling

The application is fixated on a specific session when the application does not
renew the session cookie after a user successfully authenticates. Bob, an attacker, could
use this by logging into the website and then sending his cookie to Alice, thereby stealing
her session [28]. We test this by logging into the website with valid credentials and

receiving a cookie as seen in Figure 8.

» 2. GasDay Web zends a valid
1. Bob logs into GasDay Web . authorization token

6. Bob is now able
to able to control
Alice’s session

Alice .

5. Website sees
Alice's
authentication token
and assumes she is
Bob

3. Bob sends Alice a webpage

that sets the tokens to be the same 4. Alice visits GasDay Web

GasDay Web

Figure 8: An example use case for session fixation. Bob is able to control what Alice sees
on GasDay Web. Any action by Alice will also be seen by Bob.

We can now take this cookie and send it to Alice via a simple web page that sets

the cookie via JavaScript and redirects the user to GasDay Web. Alice will not need to
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login and will see the Summary page for GasDay Web. Alice now is using our controlled
session. If we reverse this by acquiring Alice’s session token, we would be able to hijack
Alice’s session.

This could be prevented by using an additional token required for any state
changing operation (such as changing the view date or creating a user) [39]. These tokens
are also known as CSRF tokens because they also prevent another attack called cross site
request forgery. These tokens are randomly generated and inserted into any URL on a
webpage before being sent to Alice. Every time Alice clicks on a URL, the token is
validated. If the token is different from what is expected, the server rejects the request
and can invalidate the original authentication token. If Bob were to visit GasDay Web at
the same time as Alice, his CSRF tokens will be different than Alice’s, preventing Bob
from viewing any information.

In Section 3.1 we showed that GasDay sends cookies over HTTP instead of
HTTPS. Instead of fixating our session, we can set our own cookie to be one that we
intercept from Alice. By visiting GasDay Web after setting our own cookie to Alice’s, we
are able to bypass the login and browse GasDay Web as Alice. We do not have a valid
username and password, and our session would be terminated if Alice logged out
manually. However, if Alice were an administrator, we would be able to create a new
account with which we could later log in.

This could be prevented by sending the cookie with the “Secure” attribute to
ensure the cookie is only sent using HTTPS. This prevents Bob from intercepting the
token. The “Secure” attribute also would prevent an attacker from injecting code into

Alice’s browser that would force the browser to resend the token.
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In this section, we looked at how GasDay Web keeps track of different user states.
These user states could be hijacked if our malicious actor, Bob, were able to gain access
to a token. GasDay Web should send every response with HTTPS to prevent Bob from
intercepting the token. GasDay Web also should use the “Secure” attribute for cookies
preventing the cookies from being read by external tools. These session attacks do not
transfer between web instances, keeping GasDay customers safe from each other. In the
next section, we will look at how GasDay Web authorizes different users to access the
resources within each web instance. We will test if we can gain access to these resources

as an unauthorized user.

5. Authorization

Authorization controls which users are able to view resources such as
administrative pages or account information. Authorization comes after a user is
authenticated. These tests are performed as a non-administrator attempting to use
resources that they should not be able to authorize. First, we attempt to bypass
authorization by trying to create or delete accounts as a user as shown in Figure 9. This
action requires administrative privileges that our test account does not have. Visiting the
settings page, we see settings that only apply to a non-administrator. We can craft a
request to perform administrative actions (such as deleting a user). The server responds
by redirecting our test account back to the login page. We verify that no user is deleted by

viewing a list of usernames and finding our test account still active.
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POST http://localhost:12244/Account/Deletelsers HTTP/1.1 X-Powered-By: ASP.NET
Proxy-Connection: keep-alive Date: Sun, 13 Dec 2815 22:88:19 GMT
Content-Length: 32 Content-Length: 4886

Accept: text/html, */*; g=8.81
Origin: http://localhost:12244
X-Requested-With: XMLHttpRequest boc
User-Agent: Mozilla/5.8 (Windows NT 18.8; WOWS4) AppleWebkit/537.36 (KHTML, like Gecko) Chrome  |<html>

/47.8.2526.80 Safari/537.36 <head>

Content-Type: application/x-www-form-urlencoded; charset=UTF-8 <script src="/Scripts/third-party/jquery/jque
DNT: 1

Referer: http://localhost:12244/Account/Register <script>

Accept-Language: en-US,en;q=8.8 $(document).ready(function () {

Cookie: .ASPXAUTH= $("#footerDiv").remove();
E96CAEABIEABD 2DE6FBAAFGO3AC 268ACEAAE3A36666980A8191F1ABDSB66A2B3FEB26FS3AEF6B15EBI1BC286187ECE 1)
3E6AB34BCOIFR4380873796E67A152CB60AD2B6983AC1ARTAGEBE461CIABI96A4308BR52C1 FCBBEAZESBA18FBBBFTS1E </script>
6956DF44FB4D5096381569FB543FEFABC5454DDD0D5E38A7 7FB816865E9C7C4C31D300780367026B6@97E2DF4D2A455 <title>GasDayieb Login</title>

807541 les

Host: lecalhost:12244

SelectedDeletableUsers=delete_me

<scriptr

Figure 9: GasDay Web redirects an unauthorized user if they attempt to delete an
account.

This same test is repeated for creating new accounts and changing account
passwords. In both tests, the server redirects our test account to the login page without
creating accounts or changing passwords. From this we can conclude that unauthorized
users are unable to perform actions that require authorization such as changing settings or
deleting accounts.

We also attempt to break out of the web application by attempting to access files
not intended to be part of the website. A website usually confines all users to a single
directory (or subdirectories) within a file system. By breaking out of the application, we
would be able to escape this directory and access other parts of the file system. Resources
that the website requires, such as images and audio files, or even sensitive server
administration information, are stored within this directory. If the application did not
validate requests for these images, we could be able to craft our own request to access

files that are not part of the web service. For testing, we place a text file loot.txt one
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directory higher than the web service. We try to access this file by manipulating requests
as seen in Figure 10. We first try accessing the file via a URL such as

http://gasdayweb.com/../loot.txt.

The website blocks the request due to the double dot notation. By encoding the .’ to 2e
(UTF-8), we change the URL to

http://gasdayweb.com/%2e%2e/loot%2etxt,

attempting to evade the website filter. We repeat the encoding for the entire URL and
with different encodings. In every case, the server responds with an access denied page.

The server responds with access denied if the requested resource does not exist (such as

loot2.txt).

GET http://localhost:12244/%2EX2ERIFRECRGFROFR7ARIERTARTEHTA HTTP/1.1 HTTP/1.1 483 Forbidden

Proxy-Connection: keep-alive Content-Type: text/html; charset=us-ascii

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8 Server: Microsoft-HTTPAPI/2.0

Upgrade-Insecure-Requests: 1 Date: 5Sun, 13 Dec 2015 22:45:43 GMT

User-Agent: Mozilla/5.@ (Windows NT 10.8; WOW64) AppleWebKit/537.36 (KHTML, like Gecke) Chrome | |Connection: close

/47.9.2526.80 Safari/537.36 Content-Length: 312

DNT: 1

Accept-Encoding: sdch <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.81//EN""http://ww
Accept-Language: en-US,en;q=0.8 <HTML><HEAD><TITLE>Forbidden</TITLE>

Cookie: .ASPXAUTH= <META HTTP-EQUIV="Content-Type" Content="text/html; charset=

3734738A762850F16(5BC246B1FC162753DEB2B5@F9816259C36F 3A9BE4ABB4DBE 21CCDFBERIG1FCBEF94B1D12119@ | |<BODY><h2>Forbidden URL</h2>
FF3B38@0DFED7AA3BA0972C3349A51B2A1302A537998589AC1335AB523FC13(5016A52E598CA7AEI4RAAS92826E04D | |<hry<p>HTTP Error 483. The request URL is forbidden.</p>
E89648908F 706366 1A3BBABDD4RFAD1FF7871BFAFC2AF 75172E1718B5FCCBFER2AGAFB2C5OC8363DBCIFEC1TCERAR | |</BODY </ HTHML>

SA3BER

Content-Length: @

Host: localhost:l2244

Figure 10: GasDay Web responds with a forbidden error when a request is made

After some manual tests with knowledge of the filesystem, we can use one of
ZAP’s features called active scan, an automated tool that sends requests to any input field
set by the tester. We set up an active scan that attempts to traverse the underlying file
system and local include files in requests. ZAP makes several thousand requests similar

to the ones shown in Figure 9 and Figure 10. In several requests, ZAP made a request that


http://localhost:12244/loot.txt
http://localhost:12244/loot.txt
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caused the server to return back a 500 internal server error. Internal server errors occur
when the code running the website breaks. If the code breaks, the server might not be
able to process that specific request, or it might have corrupted the entire website
requiring a restart of the web service. For our results, from most errors, GasDay Web was
able to recover. However, certain inputs crashed the entire website, requiring a restart. An
example of one of these inputs is

%22%3E%3C%21--%23EXEC+cmd%3D%22dir+%5C%22--%3E%3C
When decoded from UTF-8, the command looks like,

"><I--#EXEC cmd="dir \"--><

which attempts to list the files in a directory on a Windows computer. These errors were
the result of the Azure service (not the request filter) preventing the listing of files. By
better capturing these errors and using another layer of request filtering, these crashes

would be better mitigated.

In this section, we looked at how GasDay Web authorizes requests for valid and
invalid resources on the website. However, a URL is not our only injection point. Any
input field can be used to attack the website. In the next section, we will look at how

GasDay Web validates other input fields.

6. Input Validation

The most common type of web vulnerability comes from input fields [32]. Figure
11 shows an example of input fields. These weaknesses are a result of not properly

validating input data before using it. The first rule of dealing with handling external data
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is “all input is evil” [40]. This section describes the different types of input and the tests
to verify that GasDay Web properly validates all data before using it. Azure performs a
second layer of validation for requests that interface with another service on Azure (such
as the database). This layer of validation is to protect Azure from malicious requests that

GasDay Web misses.

USERNAME:

PASSWORD:

Remember Me

®

Figure 11: The login page for GasDay Web. The Username, Password, and Remember
Me fields are all input fields subject to validation.

6.1. Cross Site Scripting

The first type of input we submit to the website are scripts. Cross site scripting
(XSS) attacks occur when a malicious user, Bob, sends his own script to Alice through

the web application. XSS allows an attacker to manipulate an input field to produce an
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output that is under the attacker’s control. This output could be stealing Alice’s session or
hijacking her webpage. XSS attacks are categorized into two methods: reflected and
stored. Reflected XSS attacks, seen in Figure 12, bounce off the web server in the form of
an error message, search result, redirect, or any response that the server sends back to the
user. Stored XSS attacks are saved on the server and are sent to Alice whenever she
requests the resource (such as an embedded script in an image that is displayed on a

webpage).

6.1.1. Reflected Cross Site Scripting

In a reflected XSS attack, Bob sends his script to Alice through a URL on which
Alice clicks. This sends a request to GasDay Web, which responds by sending a webpage
containing Bob’s script. Alice’s browser trusts the webpage, and Bob’s script is executed.
Bob’s URL does not have to exist on the website; his script could be executed as part of
the error message returned by the website. Bob could also attach his script to any
predefined value on the webpage displayed (e.g., radio buttons or pre-selected

checkboxes).
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Bob l.
6. Attacker now has access to
user information

or session data
1. Script sent through link

4. Web page 1s sent back
and displayed
3. Website takes
script from request
and includes it on
web page

2. User clicks on link
and sends a request

5. User browser :
to the website

trusts the script
and executes it

GasDay Web

Figure 12: An example use case of a reflected cross site scripting attack. The attacker,
Bob, does not directly interact with the website but is able to gain information about
Alice.

We test for reflected XSS by injecting code into the browser’s address bar.
Throughout our tests, we use the JavaScript code alert(‘Hello!’). A successful XSS attack
would display a popup that contains the text Hello!.

Our first test is to inject the scripts directly. The scripts we inject are not encoded
and do not attempt to evade any filters the website might have. The first attempt is
directly in the URL such as

http://gasdayweb.com/<script>alert(‘Hello!’)</script>.
The website redirects to the home page of GasDay Web and does not display the Hello!

message.


http://localhost:12244/
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We also try encoding the URL using different formats. Encoding the script keeps
the original functionality, but allows the script to evade certain filters. For example, we
can encode the letter a to hexadecimal &#x61, decimal &#97 or octal 0141. Our previous
request encoded to UTF8 now takes the form

http://gasdayweb.com/%3cscript%3Ealert%28%u2018Hell0%21%u2019%29%3

Clscript%3E
This request also redirects to the home page of GasDay Web indicating that GasDay Web
is successfully filtering out these requests.

We try evading filters using lesser known facts about HTML and JavaScript and
combining previous approaches. For example, we include our script as part of an image
and embed an encoded tab to split up the text changing

<script>alert(‘Hello!’)</script>
<IMG SRC="javasc&#x09;ript:alert(‘Hello!’); ">
GasDay Web will redirect these requests to the home page of GasDay Web suggesting
that GasDay Web is well defended against most reflected XSS attacks.

A code review reveals that GasDay Web uses ASP.NET request validation, which
automatically blocks suspicious requests such as the two listed above. While an attacker
could not review the code that GasDay Web uses, we can review the code to find
vulnerabilities. Therefore, we need to evade the ASP request filter. The request validation
filter by default blocks any request that contains a “<” followed by a character and a
subset of special characters. Using this knowledge, we can encode our request using
Unicode to bypass this filter. Our Hello! request now looks like:

Youff1cscript%ufflealert(‘Hello!’); %ouff1c/scriptouffle .


http://localhost:12244/
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By submitting this request into the username field, we see that we successfully evade the
request filter as GasDay Web attempts to search for a user with the name of our Hello!
request.

ZAP helps by creating approximately 12,000 unique encodings and permutations
of our Hello! request. None of these requests the Hello! message to display, suggesting
that these requests were rejected or handled by GasDay Web. From this, we can conclude

that GasDay Web is well defended against reflected XSS attacks.

6.1.2. Stored Cross Site Scripting

Stored XSS attacks are saved on the server and are sent to Alice whenever she
requests the resource (such as an embedded script in an image that is displayed on a
webpage). The end result of these attacks is similar to reflected XSS, except that these
attacks will impact Alice every time she accesses the resource. For GasDay Web, there
are only two places where data is retrieved: when an account is created/modified and
when forecast data is displayed to Alice. Both of these operations are validated before
being stored into the database. Therefore, these types of XSS attacks do not succeed in

GasDay Web.
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6.2. SQL Injections

SQL injections are similar to cross site scripting. SQL injections also send custom
data fragments to the server. These injections are targeted at the underlying database
server directly instead of the users of the website. Other types of injections are possible,
but are omitted because the GasDay Web is missing the component to be injected (for
example, SMTP injection requires an email server, and buffer overflows require .NET to
use unsafe code blocks, neither of which are found in GasDay Web).

SQL injections consist of entering a partial or complete SQL query via a request
to view sensitive information in the database, modify data, or bypass authorization. SQL
injection works when queries to the database that require user input are not validated
before they are executed. For example, imagine a login page that grants access if a
username and password match one in a database. The query might look like

select * from users where username = $user and password = $pass

If Bob were to enter his password as “/’ OR ‘1’ == ‘1" (preserving the single
quotes and spaces), the database would search for a user whose password was 1 or a
logical true. As long as Bob had a valid username, the system would log him in
regardless of his password.

We test for this by identifying any SQL queries present in GasDay Web that
require user input and attempting to exploit the input. GasDay Web interacts with the
database on login and to grab data when Alice changes her view date. By putting in
several SQL queries into the username and password field, we attempt to bypass the login

page. Figure 8 shows the response from GasDay Web when a valid username is entered
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with the encoded 1==1 query. The server does not set any authorization cookies, nor
does it display any error. We again use ZAP to generate hundreds of these queries and
inject them in the username, password, and remember me fields. All of these requests
respond similar to the request in Figure 13. From this we can conclude that GasDay Web

is well defended against SQL injection attacks.

FDST http://localhost:122447 HTTP/1.1 HTTP/1.1 288 OK
User-Agent: Mozilla/5.8 (Windows NT 18.8; WOWS4; rv:41.8) Gecko/2@188181 Firefox/41.8 Cache-Control: private
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,%/%;q=0.8 Content-Type: text/html; charset=utf-8
Accept-Language: en-U5,en;q=8.5 Server: Microsoft-IIS/18.8
DNT: 1 X-AspNetMvc-Version: 4.8
Referer: http://localhost:12244/Account/Login X-AspNet-Version: 4.8.38319
Cookie: AspxfutoDetectCookieSupport=1 X-SourceFiles:
Connection: keep-alive =2UTF-87B2QzpcVANICNNCMTMZMZ tpomtoYWFC
Content-Type: application/x-www-form-urlencoded RGIjdW11bnRzXFI1cGIzXEdhcBRhelZyYWlld2
Content-Length: 77 OyalxHYXNEYX1XIWIcR2IFZVIViUm9sZQ==2=
Host: locelhost:12244 X-Powered-By: ASP.NET

Date: Fri, 22 Jan 2816 17:44:83 GMT
UserName=testAcciPassword=1%E2%80%00+0R+%E 2%B0%08 1% 2%80%00+%3D%3D+XE2%80%081 Content-length: 4887

Figure 13: A SQL escaped character string is used as the password to GasDay Web.
GasDay Web responds as if a user typed credentials incorrectly.

6.3. HTTP Request Tampering

When Alice performs an action on the website, an HTTP request is generated to
satisfy the action. A request usually takes the form of a GET (getting a resource from the
server) or POST (posting a resource to the server). However, there are several other
HTTP verbs that can be used. The results of these verbs may produce unintended
consequences. For example, the application may not let Alice (a non-admin) delete a user
via POST, but if Alice tries to delete a user via PUT, the server might let her. We test for

this by using every HTTP verb for groups of requests Alice can do on GasDay Web.
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We try sending every verb to two specific URLS: one to retrieve data from the
database and one that requires a user to be authorized to visit. For the URL that retrieves
data, the server responds with a 404 page stating that the page was not found. This is a
good response from GasDay Web because it does not give any information to Alice. Only
when Alice sends the correct verb will she receive data. For the page that requires
authorization, the server responds with a redirect to the login page. GasDay Web first
checks if Alice is authorized to view the page. If she is not authorized, GasDay Web
redirects her to the login page. If Alice were authorized, the server would respond as it

did in Figure 14. From this we can conclude that GasDay Web is well defended against

request tampering.

PUT http://localhost:12244/Summary/GetExpandedChartDatazfp=1&day=0 HTTP/1.1 HTTP/1.1 2@@ OK

User-Agent: Mozilla/5.@ (Windows NT 18.8; WOWG4; rv:39.@) Gecko/20188181 Firefox/39.@ Cache-Control: private

Accept: */* Content-Type: text/html; charset=utf-8
Accept-Llanguage: en-US,en;g=@.5 Server: Microsoft-IIS/18.8

DNT: 1 X-AspNetMvc-Version: 4.0
X-Requested-With: XMLHttpRequest X-Asplet-Version: 4.8.38319

Referer: http://localhost:12244/5ummary/Index #-SourceFiles

Connection: keep-alive =2UTF-82B2QzpcVXNLcnNeMTM2ZM2 tpcmtoYWF CRGIJdW11bnRzXFI1cG9zXEdhc@RhelZyYWlld
Content-Length: @ iUm9sZVxFcnlvelxQYwdl Tm9@RmS1bmQ= 2=
Host: localhost:12244 X-Powered-By: ASP.NET

Cookie: $Version=8; AspxAutoDetectCookieSupport=1; $Path=/ Date: Tue, 19 Jan 2816 22:39:41 GMT

Content-Length: 872

<html>

<head>
<meta name="viewport" content="width=device-width" />
<title>Page Mot Found</title>

<link rel="stylesheet" type="text/css" href="/Content/css/error.css">
</head>
<body>
<div id="
<img ="/Content/images/GasDay/GasDay_Logo_H_2814_SHQ.png" />

Figure 14: Sending a PUT Verb to retrieve data from the database results in a 404 page
not found response from the server

In this section, we discussed validating all input that comes into GasDay Web.
We injected several custom requests into every input field that GasDay Web currently

has. We also injected custom requests into locations that GasDay Web does not normally
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receive requests. We were unable to exploit GasDay Web using the most common
vulnerabilities [32] using automated tools. This suggests GasDay Web is well defended
against cross site scripting and request tampering.

In the next section, we will use the source code to search for vulnerabilities that

automated tools can miss.

7. Code Review

The previously mentioned vulnerabilities can be discovered via an automated tool
by a determined individual. There are often vulnerabilities that cannot be discovered with
an automated tool and must be discovered by manually inspecting the code [28].
Reviewing the code is something an external attacker is not able to do, but it allows a
tester to find vulnerabilities that an external attacker would have a hard time discovering
through trial and error.

An easy thing to look for are functions that are public that should not be. We find
one function titled test_deleteUser. The function exists to help validate deleting a user.
However, it unintentionally allows anyone to call this function by going to
gasdayweb.com/Account/test_deleteUser. We can further pass in the name of an account
we want to delete such as

gasdayweb.com/Account/test_deleteUser?name=alice_account,
and alice_account will be deleted without requiring any authorization. This function
should be removed, and a different tactic for testing (such as exposing private functions

to the test class) should be used.
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We also can look for functions that do not require authorization but should require
authorization. For example, we find that the GetAlert function shown in

Figure 15 does not require authorization.

.Single(f =+ f.Identifier == fp);

te.A

E. )
eadOnly().Where( > @.Region.Equals(fcstPt) && a.Date

ert.DefaultMessage, message = alert.Mes

forecast point ™ + fp +

Figure 15: A GasDay Web function that will get any alerts for a forecast point. It does not
require a user to be authorized explicitly, but assumes that any user that calls it is
authorized.

This function gets any GasDay alerts for a specific forecast point (such as an
unusual weather value). Attempting to call this function as an unauthorized user causes
the web service to stop responding. The web service is similar to a program running on a
computer. When the program stops responding, it must be manually restarted. When
GasDay Web stops responding, or starts responding with invalid data, it must be
manually restarted by a developer. We find several other functions to retrieve data from
the database that also cause web service to stop responding when called as an
unauthorized user. These functions could be executed non-maliciously if Alice were to
become unauthorized (by having her session timeout, for example) and then attempt to

send the request for data (by clicking on a forecast, for example). In this case, Alice
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would unknowingly cause GasDay Web to stop responding, requiring a full restart of the
web instance.

Code reviews also allow us to find input fields that are not properly checked
before being used. Figure 16 shows an example of a function that uses input without
validating it. This function is called directly from a browser to populate charts that appear
on GasDay Web. Integers in C# are between -2,147,483,648 and 2,147,483,647 (-2%! and
231-1) [41].

r
L

s = model.GetExpandedCharts(fp, day);
charts.Select{c => c.GenerateExpandedChart()).Tolrray();

Figure 16: A function in GasDay Web that uses input without validating it to be correct.
Entering numbers greater than 231 or non-numbers results in undefined behavior.

By sending numbers outside of this range, we produce an undefined behavior. For
GasDay Web, this produces an exception that stops the web service. We can also produce
the same result by sending non-numbers (such as the letter ‘a’). These requests are
unlikely to be sent by Alice and could not be sent by Alice if she was unauthorized.
However, if Bob logged into GasDay Web and created a request such as:

gasdayweb.com/Summary/GetExpandedChartData?fp=a&day=999999999999,
he would be able to cause GasDay Web to stop responding. Each function that takes input

from the client should validate it before it is used.
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The results from this section demonstrate that automated tools cannot catch every
vulnerability. By integrating code reviews into the development process, these
vulnerabilities can easily be identified if the development team knows what the
vulnerabilities look like. If these vulnerabilities are caught in the development phase, then

they will be patched before they reach the live website.

8. Conclusion

In this chapter, we presented website penetration testing as a method to discover
vulnerabilities in GasDay Web. GasDay Web is able to take advantage of existing
features within ASP.NET which have been shown to be effective at detecting and
preventing malicious requests. However, we noted several places where these features
could be evaded or where they were absent from certain sections of GasDay Web’s code.
While automated tools were able to discover some of these vulnerabilities, manual
analysis yielded more results and allowed us to target the automated tools.

We note the following areas where GasDay Web performed well during these
tests:

e Cross site scripting attacks and SQL injections were unsuccessful

e Denial of service attacks are mitigated by Azure

e Cross site request forgery, request tampering, and request splitting were
unsuccessful

e Authentication tokens are extremely difficult to guess

We recommend GasDay takes the following actions to fix existing vulnerabilities:
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e Force HTTPS for every interaction with GasDay Web
e Sanitize any input (using a third party tool) before using it
e Add an additional layer to catch any exceptions that might be thrown to protect

the server

We recommend GasDay take the following actions to mitigate future vulnerabilities:
e Train developers in secure coding styles and secure code reviews
e Integrate malicious inputs as unit tests within GasDay Web code
e Integrate an automated tool, such as ZAP, as part of the build process to search
for vulnerabilities
e Investigate a way to detect when a web instance requires a restart (potentially

automatically) to reduce the impact of successful exploits
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CHAPTER 4

Applying the NIST Cybersecurity Framework to GasDay

This chapter discusses the National Institute of Standards and Technology (NIST)
Cybersecurity Framework and how it has been adapted for use at GasDay. Cybersecurity
frameworks are a collection of standards and techniques that an organization can use to
help guide cybersecurity decisions. Frameworks are not intended to be a step-by-step
guide; instead they help an organization, such as GasDay, prioritize risks and mitigate
anticipated future threats. The NIST Cybersecurity Framework (referred to as the
Framework) is a collection of best practices created for critical infrastructure of the
United States, such as the energy industry. We present the Framework and how it has
been adapted to work within GasDay. We represent that GasDay implementation of the
Framework as the GasDay Cybersecurity Framework. We present our initial assessment

of GasDay in tandem with a maturity model.

1. NIST-Cybersecurity Framework

The National Institute of Standards and Technology (NIST) is an agency of the
United States Department of Commerce. NIST is known primarily for creating standards
for all facets of science and technology. NIST has created standards for measurements
and weights, voting machines, antifreeze, and more. Within the context of cybersecurity,

NIST developed the advanced encryption standard (AES), random number generators,
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and the Cybersecurity Framework. NIST standards are considered best practice, often
developed with the feedback of a public process.

The NIST Cybersecurity Framework was created as a result of Executive Order
13636, issued in 2013, to “enhance the security and resilience of the [United States]
Nation’s critical infrastructure” [42]. The Framework serves as a tool to enable
organizations to describe their current and target state for cybersecurity, identify the gaps
between these states, and communicate with stakeholders about risk [43]. The
Framework is not intended to be a full cybersecurity program that manages risk (such as
ISO 31000 [44], or NIST 800-37 [45]), but is instead to compliment them.

The Department of Energy recommends that every energy organization consider
adopting the Framework. To aid in adoption, the Department of Energy released their
own set of complementary guides to the Framework targeted at different energy providers
[46]-[48]. Several GasDay customers submitted comments on the initial draft of the
NIST Framework, while other customers have requested GasDay to demonstrate
compliance with their own cybersecurity frameworks. GasDay decided to review the
NIST Framework for adoption and has decided to implement the Framework alongside a
Department of Energy complimentary guide.

The NIST Framework is composed of three parts: the Core, Implementation Tiers,
and Profiles. The Core is a set of activities and desired outcomes that are common across
all sectors of industry. It includes items such as identifying potential threats and
protecting different types of data. Implementation Tiers describe how an organization
views each category from the Core. Each Tier describes an increasing amount of

sophistication of the cybersecurity practices. The Profiles describes how well an
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organization’s actual practices align with their targeted goals. The Profiles also contain a
prioritization of which Core Categories are most important to GasDay and which

implementation tiers are most cost effective to change.

1.1. NIST Framework Core

The Framework Core is composed of activities that are common across industries.
It identifies actions that are helpful in mitigating risk in cybersecurity. These actions are
grouped into five Functions: Identify, Protect, Detect, Respond, and Recover. Each
Function is a high level organization of cybersecurity activities. Within each Function,
there are Categories and Subcategories. Categories are a collection of activities within a
Function. For example, a Category under the Protect Function is “Awareness and
Training.” Within each Category are Subcategories which are specific controls or actions
that contribute to the category. For “Awareness and Training,” an example Subcategory
is “privileged users understand roles and responsibilities.” Subcategories in the
Framework also have a link to several other cybersecurity and risk management
frameworks, which provide context on their implementation. Each Subcategory can have

several controls that are evaluated using Implementation Tiers.

1.2. NIST Framework Implementation Tiers

The Department of Energy provides their own resource adapted for different areas
in the energy industry. These resources are the Oil and Natural Gas Cybersecurity

Capability Maturity Model (ONG-C2M2) and the Electricity Subsector Cybersecurity
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Capability Maturity Model (ES-C2M2). The C2M2 allows GasDay to evaluate Tiers
based on a standard used by other subsectors in the energy industry. The Tiers within the
C2M2 range from maturity indicator level 0 (MILO) to MIL3.

Each maturity level represents the degree of maturity for a specific practice. MILO
represents no maturity. It could represent a practice that does not exist, or that the MIL1
goals are not met. MIL1 activities are performed in an ad-hoc manner. In this context, ad-
hoc refers to activities depending on experience or initiative rather than a documented
course of action. Within an organization, MIL1 activities can have varying amounts
success depending on the experience of the practitioners. MIL2 represents an initial
institutionalization of activities. Practices are documented, stakeholders are informed,
standards guide implementation, and resources are provided to support cybersecurity.
MIL2 performance is more stable and sustainable over time. MIL3 represents an
organized and adaptive practice. MIL3 expands on MIL2 by reviewing activities, training
personnel, and adapting the cybersecurity plan according to business needs. Each
Subcategory of the Framework has a maturity indicator level. This allows GasDay to
choose selectively which Subcategories are most important. The overall measure of

Implementation Tiers is seen in the NIST Framework Profile.

1.3. NIST Framework Profile

The Framework Profile is the measure of alignment of guidelines of GasDay to
the Framework. It represents the collective results of the Core and Implementation Tiers.
GasDay can also build a Target Profile, which represents the ideal state for GasDay,

given the constraints of the business (time, staff, and money). The Target Profile also can
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be motivated by attack patterns that we identify now and those trends we anticipate in the
future. GasDay can prioritize the gaps between the Current Profile and the Target Profile.
The prioritization can be on specific Subcategories instead of an overall Implementation

Tier.

Sections 2-6 consider each Function in the GasDay Framework. We discuss the
major points for the Categories and Subcategories and we identify the Implementation
Tier and present the Current Profile for that Function. Section 7 summarizes the Current

Profile and suggests recommendations for GasDay to prioritize a target profile.

2. ldentify Function

The Identify Function is focused primarily on the understanding of systems,
assets, and data that are important to GasDay. By understanding the resources important
to GasDay, they can be protected and recovered. The Categories and Subcategories focus
on keeping up-to-date catalogues of resource configurations, regulatory requirements,
and threat profiles. For a high maturity level, we should outline clearly all of GasDay’s
information assets and those assets required to achieve our goal of forecasting natural
gas. We also should communicate our dependencies (tools and data we receive from a
supplier) and the customers that depend on GasDay. A clear measure of risk assessment
and risk management should be present, although evaluating these will come in a later

section of the Framework.
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One set of Subcategories deals with identifying the physical and electronic assets
of GasDay, including data, personnel, software, and their requirements to keep
functioning at operational capacity. We found several software configurations and virtual
machines (VMs) missing from inventories. There is currently no way of tracking when
VMs or a software configuration is added, removed, or changed. We also found that this
problem extends to physical configurations. While systems were put in place to monitor
and identify vulnerabilities, several identified systems are not present in inventories or
should not be present within GasDay.

The lowest maturity levels come from a lack of written risk management
strategies. Before the start of this work, there was no method to identify vulnerabilities or
evaluate potential threats to GasDay. As a part of this thesis, automated vulnerability
detection was implemented with a scoring system for each vulnerability. However, this is
only one subcategory of the risk management portion of the Identify Function.

GasDay demonstrates a high level of maturity dealing with regulatory
requirements. GasDay is a member of Marquette University and hires student workers;
we are subject to FERPA regulations. FERPA training is mandatory for every employee.

GasDay also demonstrates maturity by cataloging our dependencies to deliver
software to our customers. Each dependency that GasDay requires to deliver software is
well documented in an easily accessible location. This documentation is also constantly
updated whenever a customer wishes to change their configuration.

The overall maturity levels for Identify can be seen in
Figure 17Error! Reference source not found.. While GasDay had several items

contribute to maturity levels, ultimately out-of-date information and the lack of
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documentation reduced the overall maturity level of several subcategories. The overall
maturity level for Identify is scored as MIL1. This indicates that the practices are in place
for most Categories, but the practices are primarily ad-hoc. For GasDay to become a
MIL2, the practices should be well documented, and a risk management framework

should be used to guide the practices.

Figure 17: Maturity level breakdown for the NIST Identify
Function

In this section, we considered the NIST Identify Function. GasDay’s practices are
largely ad-hoc and lack adequate documentation. We identified Subcategories that have
improved over the past year and others that are worse. In the next section, we consider
the Protect Function, which supports the ability to mitigate potential cybersecurity events.
While Protect is a different Function from Identify, we will see that there are certain

controls that are common to both Functions, but have different interpretations.
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3. Protect Function

Protection ensures that GasDay can continue to deliver the software product while
limiting or suppressing the impact of a cybersecurity event. These cybersecurity events
can be internal (such as a disgruntled employee deleting data), external (a malicious
individual attacking GasDay), or accidental (an employee unknowingly modifying code
or data). Categories and Subcategories involve ensuring that each of these threats are
mitigated through change policies, training, and the least privilege principle, which states
that every asset in a system (users, software, administrators, etc.) should be able to access
only the information required, and nothing more [49]. As we will see, GasDay starts with
least privilege but is prone to privilege creep (assets acquiring privileges over time
without losing old privileges).

GasDay demonstrates a MIL1 level of maturity with controlling access to users.
Critical data is accessible to only to those that require access. Every individual is also
trained about the confidentiality of the data they access. Where GasDay suffers is the re-
use and availability of privileged accounts. Many administrative passwords are posted on
the internal wiki, and several unlisted administrative accounts use the same passwords
listed on this page. Due to this, integrity checking software and configuration changes
can be circumvented or otherwise untrackable. This results in Subcategories that would
score at a MIL2 or MIL3 to be reduced to MIL1. The availability of administrative
passwords also causes many systems that would otherwise follow the principle of least
privilege to be questioned. For example, the GasDay ESXI server hosts several virtual

machines (VMs) used for testing the software before delivery. The ESXI server tracks
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which users log in and out, but the administrative password is posted on the internal wiki.
Any user would be able to log in as the administrator and add/remove/modify VMs. The
log would attribute the actions to the administrator with no other method of tracking the
actual user (such as the IP of the computer that logged in).

Several response plans or protection processes exist, but are updated reactively to
situations; they are only updated when an incident occurs. This causes the maturity levels
for the respective Subcategories to be capped at MIL1 or MIL2. In addition,
documentation exists in multiple places with each version differing. There are several
recorded instances where an incorrect procedure was (unknowingly) followed as a result
of using the wrong documentation. When wrong documentation is discovered, it is not
always updated to reflect the correct procedure.

The Subcategory for remote maintenance is not scored because GasDay does not
perform any remote maintenance. This helps to ensure that GasDay is focused on only

improving areas that are currently in use.
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Figure 18: Maturity levels for the Protect Function. Subcategories
that GasDay does not consider are marked by N/A

The overall maturity level for Protect is scored as MIL1. In Figure 18, we see the
majority of Subcategories are scored as MILO or MIL1. GasDay can raise the maturity
level of four subcategories by documenting the cybersecurity responsibilities of the
leadership positions. GasDay can also raise the maturity levels of five Subcategories by
periodically reviewing the access levels of identities. These action items are inexpensive
to implement. Reviewing access levels is done for individuals who leave the lab. By
additionally reviewing access levels for software, promoted and transferred employees,
and external processes, GasDay would be better able to combat privilege creep.

Currently, GasDay is largely unaware of the cybersecurity threats facing the lab.
While certain actions within Subcategories are performed (such as managing user
identities), these actions would be much more efficient and effective if the threat

landscape were clearly defined with a threat profile. A threat profile outlines all possible
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threats that GasDay faces. In addition to identifying the threats, the vulnerabilities that
the threat can exploit and the risk the threat creates should be identified. By identifying
threats, GasDay would be able to prioritize and evaluate how different actions impact the

threat landscape.

In this section, we discussed the controls associated with protecting the assets of
GasDay. As we saw in Section 2, the primary problem is confusing and the absence of
documentation. In addition, the undisciplined use of administrator passwords makes it
difficult to verify and track changes made. The lack of a well-established threat profile
makes it difficult for specific Subcategories to be effective. In the next section, we will
see specifically how the lack of a threat profile impairs the ability to detect cybersecurity

events.

4. Detect Function

The Detect Function evaluates the ability of GasDay to identify a cybersecurity
event. The ability to discover a cybersecurity event should be within a (GasDay defined)
timely window. Simply being able to detect a cybersecurity event represents a lower level
of maturity than being able to detect an event quickly. Another important aspect to
detection is the ability to analyze and improve the detection process. Threats (internal and
external) evolve over time, and a detection system must be able to adapt with the
changing environment. GasDay relies on Marquette University to monitor for external

threats (such as physical environments) for GasDay. However, this assessment was
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performed on GasDay as a standalone organization; therefore we do not consider the full
protection received from Marquette. Several students also visit GasDay after hours to
study or do homework. GasDay has accepted this as a potential risk. It is still important to
detect cybersecurity events from accepted risks.

For GasDay, one of the largest threats is the possibility of an internal event where
a student (currently or formerly employed) creates an event. Even though this is
identified as a threat, the impact of such an event is not determined.

Consider the scenario where a student, Bob, seeks to create a disruption to the lab.
There is currently no method to determine where and when Bob logged onto a lab
computer. While there is a chance Bob’s credentials are invalidated, Section 3 identified
several username/password combinations that would allow Bob to log in. Bob then has
access to network drives, confidential data, source code, and more. All of this data can be
modified with no alarm raised. Bob can do this because there is no mechanism to
determine when an incident is occurring.

GasDay now has to determine what to do in response to the event. There is no
established criteria to determine when an issue should be escalated to Marquette or
managed internally. This event probably would be handled using the quick decisions and
would not be logged or tracked. Since no systems are in place to log activity or perform
forensics, the event probably would be attributed to an anonymous actor.

The lack of a threat profile impacts other Subcategories as well. Automated
vulnerability scans are performed weekly, but without a threat profile, identified
vulnerabilities cannot be scored accurately for risk. Without a threat profile, the detection

process cannot be tested realistically.
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Shown in Figure 19 are the overall maturity levels for Detect. GasDay suffered
from missing threat profiles and monitoring the environment. Some categories that are
not missing any formal requirements for MIL1 were scored at MILO because the practice
does not occur at GasDay. For example, GasDay does not analyze events to understand
the target and the attacker’s methods. Although there are no controls for this

Subcategory, GasDay does not perform this action.

Figure 19: Maturity levels for the Detect function. Many items
were scored as a MILO indicating no practice was in place.

GasDay heavily relies on Marquette University for protection, analysis, and
notifications from external threats. GasDay cannot rely on Marquette for these same
protections when the threats are internal — a far more probable threat for GasDay.
Therefore, GasDay should consider these threats and establish ways of detecting events.

GasDay has taken a step with the physical environment by installing doors that can be
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unlocked with authorized student 1Ds (which are logged) and should implement similar

measures for cybersecurity.

In this section, we discussed GasDay’s ability to detect a cybersecurity event.
GasDay relies heavily on Marquette for detection which does not address internal threats.
By logging and monitoring the network and by establishing a threat profile, GasDay
would be better armed to detect internal threats. In the next section, we will look at how
GasDay responds to an event once identified. Again, the lack of documentation hinders

GasDay’s ability to respond to an event quickly.

5. Respond Function

Once a cybersecurity event is detected, it must be addressed. Responding to an
event includes activities to restore functionality to affected assets, contain and mitigate
the incident, and communicate information about the event to the stakeholders. For the
Respond Function, we consider a detected cybersecurity event that requires a response;
we do not consider undetected events or accepted risks. This is another category for
which GasDay heavily relies on Marquette University. However, as with the Detect
Function, we consider internal threats and GasDay’s ability to respond to events without
the aid of Marquette.

GasDay’s ability to respond to a cybersecurity event (without the aid of
Marquette) is very ad hoc. Response plans exist only for previous incidents which align

with other functions of the lab (such as restoring an image to a computer). As we saw in
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Section 4, without a formal definition of a cybersecurity event, the ability to respond and
contain an event is limited.

In a previous event, a member of the lab had their laptop stolen. The reaction was
to first change the passwords for Marquette services. Next, the stakeholders of GasDay
(GasDay leaders and Marquette Engineering) were notified. The stakeholders then
initiated the response plan for Marquette University. This response of GasDay was based
on intuition rather than following a policy. As a result, Marquette University
implemented a policy to encrypt all hard drives on laptops. Their response strategy was
also updated to reflect the lessons learned from this incident. Marquette therefore
exhibited a mature cybersecurity response. Conversely, the individual changed their
personal policies by reducing and protecting sensitive information on their hard drive and
using a password manager. These changes went unnoticed by GasDay, demonstrating an
immature cybersecurity response.

Shown in Figure 20 are the maturity indicator levels for the Respond function.
Some internal incidents (such as processes or automated tools) are mitigated by design of
the system. When these tools fail, response plans are activated and often updated to
reflect the changes to the systems. This process does not translate over to systems that are
in use and controlled by employees. When one of these systems fail, the employee who
knows the most is often the one to respond. The response is often based on domain
knowledge and not a documented response plan. When updates occur, the expert is also
unlikely to update documentation that might have existed. In addition, response plans for
employee incidents often do not exist. This leads to a maturity rating of MIL1, where

response plans are created and updated on an ad-hoc basis.
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m MILO
m MIL1

Figure 20: Maturity levels for the Respond Function. GasDay
exhibits an ad hoc response level to any elevated cybersecurity
event.

Overall, GasDay ranks at MILO for Respond. While several response plans exist
that do get updated, this is the only response ability GasDay possesses. To achieve a
higher maturity level, GasDay needs to outline the criteria for an incident to be classified
as a cybersecurity event. It is not expected that GasDay create a response plan for every
potential event. However, GasDay should create response plans for the most likely events
and a template for incidents that do not have a response plan. GasDay would also benefit
from sharing information with Marquette Information Technology, natural gas
companies, and other research labs to achieve a broader awareness of the potential
cybersecurity threats facing GasDay. To achieve these goals, GasDay should assign an
individual (or group of individuals) to be in charge of these actions. By accomplishing

these tasks, GasDay will be able to achieve a higher maturity level.
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In this section, we discussed GasDay’s ability to respond to an elevated (events
that require a response) cybersecurity event. GasDay has fragmented documentation that
leads to response plans being partially implemented. These plans can be implemented
easily by sharing information with similar parties about likely events to occur. In the next

section, we will discuss GasDay’s ability to recover once an incident has taken place.

6. Recover Function

After a cybersecurity event ends, GasDay needs to recover from it. Recovery
ensures that any systems and assets affected by the event are restored to normal
operation. Recovery also includes communicating the event to the stakeholders in the
project (internal and external) as well as managing the public relations and reputation of
GasDay. A mature recovery plan enables all assets to be restored timely and accurately.
The mature plan also includes a detailed list of stakeholders to contact after an incident is
over.

GasDay has learned how to manage reputation and public relations effectively,
but again it suffers from a lack of documentation. GasDay has reached out to customers
and recovered from several incidents in the past. These incidents have ranged from
mistrained models to third party patches breaking the software GasDay delivers. GasDay
is able to anticipate customer and stakeholder needs. This allows GasDay to recover
quickly and effectively from these incidents with a high level of maturity. As new issues
with customers arise, steps to recover are documented and easily recallable in the event

of a repeat incident.
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Even though GasDay has become adept at dealing with any problem that might
arise with customers, this is not the case with internal incident recovery. The ability to
recover by restoring critical systems is sometimes documented, but the priority of these
critical systems and which systems are dependent on others is obscured by confusing or
non-existent documentation. As noted in previous sections, internal incidents (especially
those involving personnel) often do not have a recovery plan, nor is one created when an
incident occurs. If GasDay were to experience an event never seen before, GasDay would
struggle to recover. If an event occurred when leaders of the lab were away, there would
be no one to guide the ad-hoc response currently seen. As a result, the maturity levels are
kept low.

Seen in Figure 21 are the overall maturity levels for Recover. GasDay scores a
MIL2 for managing public relations after an incident occurs. GasDay could improve the
maturity level of almost every Subcategory by adopting practices already in place for
other types of cybersecurity events. The overall rating for GasDay’s ability to recover is a
MIL1. GasDay understands what it means to recover from an incident but would do well
to establish and document recovery plans for the most likely risks that have not yet been

encountered.
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Figure 21: Maturity levels for the Recover Function. GasDay
demonstrates a high level of maturity hindered by documentation.

In this section, we discussed GasDay’s ability to recover from an elevated
cybersecurity event. GasDay demonstrates a maturity level that is built from previous
experience responding to several events but has not been documented as the experience
has grown. In the next section, we will look at the overall maturity levels and present

recommendations on which maturity levels GasDay should consider improving.

7. Current Profile

The current profile is the overall look at that maturity of GasDay. By identifying
the overall maturity levels, GasDay can prioritize which actions should be preserved,
improved, or relaxed. Shown in Table 2 are the total count of maturity indicator levels for

the Subcategories of the NIST Framework. Almost half of all the Subcategories are rated
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at MILO representing no practice or no maturity. As we noted throughout this chapter,
one of the largest obstacles for GasDay is the inconsistency of documentation. We
recommend that GasDay focus on documenting what it does and insuring that existing

documentation is accurate.

Table 2: Complete count of Subcategory Maturity Indicator Levels for GasDay

Maturity Level Number of Subcategories

MILO 46
MIL1 40
MIL2 10
N/A 1
MIL3

Grand Total 98

Although GasDay is able to rely on Marquette University for several
cybersecurity activities, the threat of an internal incident remains. GasDay should
consider focusing on activities which help mitigate this threat. Activities such as privilege
creep, activity logging, and configuration change control will help GasDay to protect,
detect, and recover from an internal incident.

Continuing the activities presented in Chapter 2 and Chapter 3 of this thesis will
allow GasDay to evaluate the effectiveness of any new activities. Before we begin adding
or changing controls, GasDay should be understand how the control can be tested in
addition to which threat or risk the control is addressing. The best way for GasDay to
address this is by creating a threat profile and risk register to track all known threats and

risks to GasDay.
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By implementing these controls, GasDay will be able to raise the maturity level of
several subcategories from a MILO to a MIL1. From here, GasDay will be able to
prioritize and identify which Subcategories are necessary for GasDay to improve further.
After a set period of time (regardless of the changes made), GasDay should reevaluate the

cybersecurity of the lab using a method similar to the one presented in this chapter.

8. Conclusion

In this chapter we looked at the NIST Cybersecurity Framework. We applied the
Framework in combination with the Oil and Natural Gas Cybersecurity Capability
Maturity Model to evaluate the cybersecurity maturity of GasDay. We found that
GasDay’s performs many cybersecurity activities in an ad-hoc or unexperienced manner.
GasDay is also lacking several critical items (threat profile, risk register) that guide
cybersecurity decisions and evaluations. We presented several recommendations for
GasDay to improve the maturity level of the lab.

We identified the following Subcategories where GasDay demonstrated maturity:

e Following FERPA regulations

e Responding to cybersecurity incidents involving customers

e Cataloging external information systems
We recommend GasDay take the following actions to increase the overall maturity level
of the lab:

e Establish a threat profile that identifies the potential threats GasDay faces



Establish a risk register which catalogues known risks and their mitigation
strategies

Document existing processes and remove documentation that is out of date or
inaccurate

Identify a target profile for cybersecurity and prioritize which Subcategories are

important to improve first

76
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CHAPTER 5

Conclusion

This chapter summarizes and draws conclusions from the work presented in this
thesis. We discuss future work for GasDay and how this work could be applied in other

research labs.

1. Contributions of Research

In this thesis, we demonstrated different methods to evaluate the cybersecurity of
a research lab that functions like a small business. We showed how a research lab is
prone to ad-hoc solutions towards cybersecurity. Small businesses and research labs tend
to employee only a few employees; cybersecurity is either not considered or one of
several roles for an employee. Research labs and small businesses often are unaware of
the value of the data they possess. We showed how a mature research lab (GasDay) can
possess critical vulnerabilities that could lead to a major cybersecurity event. We
presented automated tools and a flexible cybersecurity framework which can help

mitigate risks and identify threats.

2. Summary of Findings

In each chapter, we applied a different technique to evaluate different aspects of

the cybersecurity of GasDay. As with software testing, our goal was to find
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vulnerabilities and gaps in the security policy. Finding weaknesses indicates the test was
successful and therefore vulnerabilities are a positive outcome. Chapter 2 used
penetration testing to evaluate the security of GasDay’s network and the devices that are
connected to the network. Chapter 3 used a similar technique of penetration testing and
applied it to the upcoming product, GasDay Web. Chapter 4 analyzed the security policy
of GasDay and identified the overall maturity level of the lab.

In Chapter 2, we presented penetration testing as a tool that could be used to
simulate an attacker targeting GasDay. We outlined different nodes on the network that
were vulnerable to different types of attacks. Many vulnerabilities were remedied during
the course of this work. We also presented OpenVAS, a tool that could be used to
automatically detect many of these vulnerabilities. We demonstrated that several critical
vulnerabilities that were not detected automatically.

Chapter 3 demonstrated how penetration testing was used to evaluate GasDay
Web. Web vulnerabilities are often the direct result of programmer error. We
demonstrated how a malicious actor could bypass authentication to gain access to
GasDay Web. We also demonstrated how the same actor could perform actions, such as
deleting a user, without being authorized. We presented a tool, the Zed Attack Proxy, to
automatically detect web vulnerabilities. Again, we showed that the tool was able to
detect several vulnerabilities, but was unable to capture all the critical vulnerabilities.

Chapter 4 discussed the overall cybersecurity policy at GasDay. We presented the
NIST Cybersecurity Framework as a way for GasDay to evaluate the cybersecurity
maturity of GasDay. The Framework also allows GasDay to self-prioritize which controls

and aspects of cybersecurity are most important. We performed an evaluation of the
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GasDay cybersecurity policy. We demonstrated that GasDay’s approach to security is
largely ad-hoc, which has often lead to slow responses to cybersecurity events. We
presented several areas where GasDay could improve and use as a starting point as a
larger cybersecurity risk management plan.

In the next section, we further prioritize our findings into a high level
recommendation for GasDay. We propose items that will give GasDay the greatest return

of investment compared to the resources required to implement the items.

3. Overall Recommendations

Throughout this thesis, we noted vulnerabilities of GasDay and of GasDay Web.
Several of these have been fixed since the start of this work, while others still remain. An
important next step for GasDay is to establish a risk register and threat profile. A risk
register is a documented list of known risks for GasDay and their mitigation strategies.
An example entry might look like:

Risk: GasDay employees student workers of Marquette

Mitigation: All employees must undergo FERPA training

A threat profile contains a list of threats to GasDay. Threats cannot be controlled,
while risk can be mitigated. The threat profile should also identify the likelihood of a
threat occurring. An example entry might look like:

Threat: Disgruntled student seeking to corrupt data

Probability: Low

Impact: Medium — no method to track data changes. Easy to replace
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Both the risk register and threat profile should be updated regularly as new threats/risk
arise and to re-evaluate already entered items. These items will help guide which items in
the NIST Framework should be improved, as well as which assets within the network are
important to protect. These items should be updated around the same time further
evaluations or tests are being conducted. Cybersecurity is an ongoing work; penetration
tests and evaluations using the NIST Framework should be performed regularly.
We made the following recommendations from other chapters that are still
pending or have not been addressed yet:
e Assets (software, hardware) should be patched on a regular schedule. Several
computers are months to years out of date.
e GasDay Web should force HTTPS at all times
e GasDay Web should sanitize all input before using it
e Establish a threat profile to identify potential threats
e Establish a risk register to catalogue known risks and mitigation strategy
e Document existing processes (not limited to cybersecurity) and remove out of
date or inaccurate documentation
We also made the following recommendations thinking ahead for what GasDay should
aim for after the above recommendations have been considered:
e Automate patching and inventory to keep assets accurate and consistent
e Consider cybersecurity risks when making changes to the environment. This
includes asset (hardware, software, personnel) changes, customer changes, and
changes to third parties

e Adopt the principle of least privilege everywhere instead of in choice areas
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e Continue using (and consider automating) vulnerability detection for the network
and GasDay Web to reduce detection time

e Train developers, support staff, team leaders, and management on cybersecurity

Cybersecurity should be integrated into the life cycle for every facet of GasDay.
Developers, support staff, and business staff, should understand their role in keeping
GasDay secure. Developers should be trained in secure coding if they are working on
GasDay Web. Support staff should be trained on setting up systems securely. Business
staff should consider the potential risks or threats when interacting with new customers.
As the maturity level of the lab grows, GasDay could be in a position to help raise

awareness and maturity levels of our customers.

4. Conclusion

This thesis tested how cybersecurity is viewed and implemented at GasDay. Since
the start of this work, GasDay has learned how cybersecurity integrates into life cycle of
a software product. GasDay has several cybersecurity goals as well as examples on how
evaluations can take place in the future. GasDay is better prepared to handle potential

cybersecurity events in the future.
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